
Nanoscale

REVIEW

Cite this: DOI: 10.1039/d5nr01459j

Received 10th April 2025,
Accepted 3rd July 2025

DOI: 10.1039/d5nr01459j

rsc.li/nanoscale

Nanoparticle-based biosensors for virus detection
in food systems: from farm to fork

Riann Martin Sarza, a,b Laura Sutarlie, b Sam Fong Yau Li *a,c and
Xiaodi Su *a,b

Viral contamination in food systems poses significant risks to public health, agricultural productivity,

and economic stability due to the persistence of viruses across key stages in the food system. This

review examines the expanding role of nanoparticle-based biosensors for detecting these viral threats.

A key novelty of this work is its system-wide perspective, which, unlike most reviews that focus on a

single virus category, connects viral threats and technological solutions across the entire food chain,

from production to consumption. It encompasses critical foodborne viruses like norovirus, major live-

stock viruses such as avian influenza virus, and economically important crop-affecting viruses such as

maize chlorotic mottle virus. The review begins by first outlining the major viral challenges with the

food system, providing a holistic context for detection needs. Following this, an overview of key nano-

particles and viral analytes central to biosensor design is presented. The core of this work is the critical

assessment of nanobiosensor innovations for four major foodborne viruses, key livestock viruses, and

multiple crop viruses, evaluating the performance and practical limitations of each technology. Finally,

the review addresses the overarching challenges and future perspectives crucial for translating these

technologies from the lab to the field. We provide a detailed analysis of biological hurdles like non-cul-

turability, as well as logistical barriers including the food matrix effect, and manufacturing scalability.

Promising future directions, such as multiplexing and AI integration, are also explored. While most

developments remain at the proof-of-concept stage, this review concludes that nanoparticle-

enhanced biosensors show clear potential for becoming a needed tool to strengthen food system

resilience.

1. Introduction

Food systems include all the actions and activities related to
producing and consuming food, from farm to fork, performed
at local to global levels with diverse stakeholders. Their
efficiency impacts food security, nutrition, public health, and
economic stability. However, modern food systems face signifi-
cant threats, including climate change, extreme weather,
supply chain disruptions, and labor shortages, which under-
mine food security. Among many food contamination issues,
pathogens, such as bacteria, fungi, and viruses, cause food-

borne illnesses and disrupt supply chains.1 While food safety
research has primarily focused on bacterial contamination,
the detection and study of viral contamination present unique
challenges.

Viruses, ranging from 20 to 300 nanometers, cause diseases
in plants, animals, and humans, impacting food safety and
economic stability. Fig. 1 illustrates common viruses associ-
ated with the major stages or components of food systems,
namely production, processing, distribution, consumption
and waste management. At the production level, for example,
they cause staggering agricultural losses, with viral infections
responsible for USD 30 billion in annual crop losses and
single outbreaks of livestock diseases like avian influenza
costing over USD 2.5 billion.2 At the consumer level, they are
responsible for an estimated 30% of all foodborne diseases.3

This pervasive risk is amplified by two key viral characteristics:
they can spread through multiple vectors (e.g., contaminated
water, soil, infrastructure, and infected handlers), and they
can withstand food-processing conditions that typically inacti-
vate bacteria.4–6
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Addressing these multi-stage threats requires rapid and
robust detection. However, conventional methods such as viral
culture, PCR, and immunoassays, while valuable, are often too
slow, expensive, or lab-bound to be effective for on-site moni-
toring at a farm, processing plant, or port of entry.
Furthermore, techniques like PCR may detect non-viable viral
particles, complicating immediate risk assessment.7 This
creates a demand for new technologies that are not only sensi-
tive but also portable and field-ready.

Biosensors offer a promising alternative for virus detection
in food systems, using optical, electrochemical, and piezoelec-
tric mechanisms to identify contaminants such as norovirus,
hepatitis A virus, and rotavirus.8 They also detect viruses
affecting crops and livestock.9–12 Compared with conventional
methods, biosensors provide rapid results, cost efficiency, and
portability, making them suitable for field use.13 However,
challenges remain, such as achieving high sensitivity and
specificity for low viral loads in complex food matrices.
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Fig. 1 Common viruses encountered across various stages of the food system. Image via Canva.
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Furthermore, biosensors must also be portable and robust for
real-world deployment.14

Nanoparticle-based biosensors, or nanobiosensors, are
emerging as a powerful solution to this challenge, offering the
potential for rapid, cost-effective, and on-site virus detection.
Owing to their unique physicochemical properties, the
addition of nanoparticles to traditional biosensors has greatly
improved sensitivity, selectivity, and detection limits. While
existing reviews provide excellent coverage of these techno-
logies for consumer-level foodborne viruses (e.g., Zhu et al.,
2023),15 a holistic assessment connecting threats and techno-
logical solutions across the entire food system, spanning
production, processing, and consumption, has yet to be
presented.

This review systematically analyzes nanoparticle-based bio-
sensors for viral threats across all critical stages of the food
system: production (livestock and crops), processing, and con-
sumption. We first establish a foundation by outlining major
viral challenges at each stage, followed by an overview of key
nanoparticles and viral analytes central to biosensor design.
The core of the review critically assesses nanobiosensor inno-
vations for detecting four major foodborne viruses, three key
livestock viruses, and several crop viruses, evaluating their per-
formance and limitations. Finally, we discuss translational
challenges and future perspectives, including multiplexing
and AI integration, that are crucial for strengthening global
food system resilience against viral threats.

2. Major viruses concerning food
systems

Viruses in food systems pose threats to public health, trade,
and economic stability. As seen in Fig. 1, viruses can enter any

part of the food system, affecting various commodities. Table 1
outlines different food commodities, their vulnerable stages in
the food system, the viruses affecting them, detectable
samples, and associated risks. Although some commodities,
like livestock, are linked to specific food system stages, their
vulnerability extends across production, processing, distri-
bution, consumption, and waste management, emphasizing
the need for holistic detection and mitigation strategies.

During production, both livestock and crop viruses have
profound implications for food security and international
trade. Diseases such as foot-and-mouth disease (FMD) and
highly pathogenic avian influenza (HPAI) have caused severe
disruptions, with FMD alone estimated to result in global
economic losses ranging from $6.5 to $21 billion due to
reduced productivity, herd disruptions, market restrictions,
and control measures9,27 Beyond economic losses, HPAI also
raises public health concerns through its zoonotic potential,
further compounding its impact on consumer confidence and
the global poultry market. The resulting waste from culling
operations and contaminated products also places significant
strain on waste management systems.27,28

In crop systems, viruses such as tobacco mosaic virus (TMV)
and wheat streak mosaic virus (WSMV) also harm production.
TMV infects over 125 plant species, causing 65–75% yield losses
in regions like Vietnam.29 WSMV reduces yields by up to 50%,
worsening to 96% with co-infections like Triticum mosaic virus
(TriMV).30 Highly resilient viruses like cucumber mosaic virus
(CMV) infect over 800 species, complicating outbreak control
and contributing to food shortages.31 These disruptions impact
downstream food availability and increase supply chain losses.

Foodborne viruses such as norovirus (NoV) and hepatitis A
virus (HAV) pose direct consumer risks, contaminating shell-
fish, fresh produce, and prepared foods.6,8 These viruses with-
stand freezing, acidity, and cooking processes that typically
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inactivate bacteria.5 NoV is highly infectious at doses as low as
20 particles, with contamination levels ranging from 10−2 to
103 copies per mL, while HAV in produce and shellfish ranges
from 10−4 to 103 copies per mL, making detection difficult.4,5

Contamination risks arise throughout the food system, often
originating in the earlier stages. For example, irrigation with
fecal-contaminated water contributes to NoV and HAV outbreaks
in fresh produce like strawberries, raspberries, and lettuce.32

Shellfish, soft berries, and salad vegetables are highly suscep-
tible due to direct environmental exposure. These upstream vul-
nerabilities lead to widespread illness, particularly in low-immu-
nity populations. Poor sanitation and infected food handlers
during packaging further spread contamination, demonstrating
how production issues impact consumer safety.33

As food moves along the food system, ready-to-eat products
such as salads, sandwiches, and bakery items become increas-
ingly vulnerable to contamination during handling and proces-
sing. Equipment surfaces, aerosols, and infected food handlers
may facilitate NoV transmission.34 NoV persists on surfaces,
easily spreading through contact. Deli meats and cold desserts
also risk recontamination, emphasizing the need for rigorous
monitoring and handling protocols. These vulnerabilities across
production and processing stages amplify risks for consumers.35

The interconnectedness of production and consumption is
evident in how viral risks propagate through food systems.
HPAI reduces poultry availability while eroding consumer con-
fidence, affecting demand and trade. Similarly, foodborne
viruses like NoV and HAV originate in production and hand-
ling but severely impact consumers. These examples illustrate
why robust detection and mitigation strategies must address
risks across all stages.

Mitigating the systemic risks detailed above requires detec-
tion tools that can be deployed at critical control points, i.e.,
on the farm, in the processing plant, and at the port of entry.
Traditional nucleic acid-based methods, while sensitive, are
laboratory-bound and cannot provide the immediate data
needed for such on-site risk management.7 This highlights the
urgent need for new technologies. Biosensors have emerged as
a promising solution, offering the potential for the rapid, por-
table, and cost-effective detection necessary to build a truly
resilient food system.15,36

3. Nanoparticles in biosensor
applications

The choice of nanoparticle (NP) for a biosensor is dictated by
the target virus, food matrix, and detection method require-
ments. NPs serve as critical components by enabling signal
transduction, signal amplification, or target isolation. Their
properties, which depend on size, shape, and composition,
allow for addressing specific viral detection challenges across
food systems. These materials can be categorized into three
groups: inorganic, organic, and hybrid nanoparticles.

Inorganic nanoparticles are central to most biosensors,
with material selection determined by the specific character-

istics of the food sample. For optical detection, noble metals
like gold (AuNPs) and silver (AgNPs) are widely used for their
strong localized plasmon resonance (LSPR) signals in colori-
metric assays. AgNPs exhibit sharper LSPR bands and greater
sensitivity, while AuNPs offer superior biocompatibility. While
effective in clear liquids, their optical signal can be obscured
by the turbidity of food homogenates, limiting their perform-
ance in complex sample matrices.37,38 In such cases, fluo-
rescent nanoparticles are often preferred. Quantum dots (QDs)
and upconversion nanoparticles (UCNPs) enable fluorescence-
based detection in food matrices but address autofluorescence
differently. QDs provide tunable emission spectra, allowing
partial interference mitigation through spectral
optimization.39–41 UCNPs, however, eliminate autofluorescence
from chlorophyll, riboflavin, and other food components
entirely via near-infrared-to-visible photon upconversion,
ensuring background-free signals even in complex samples
like dairy or plant extracts.39 For electrochemical applications,
which are inherently robust against sample color and turbidity,
materials are chosen for their conductivity and catalytic
activity. Carbon-based materials like graphene and carbon
nanotubes offer exceptional conductivity for highly sensitive
signal transduction.42 Platinum (PtNPs) and various metal
oxides serve as powerful catalysts that enhance the electro-
chemical reaction, amplifying the signal to detect low viral
loads.43,44 To achieve even greater performance, bimetallic
nanoparticles (BMNPs) create synergistic effects. By combining
metals like Au, Ag, and Pt, BMNPs can enhance both catalytic
and optical properties simultaneously, enabling ultrasensitive
detection through techniques like surface-enhanced Raman
scattering (SERS) for clear liquids or high-efficiency electroca-
talysis for opaque food samples.45–47 Separate from signal
generation, magnetic nanoparticles (MNPs) play a unique and
critical role in sample preparation, a mandatory step for most
food matrices. Their superparamagnetism allows for efficient
immunomagnetic separation to capture and isolate viruses
from complex and viscous samples like milk, meat slurries, or
wastewater.48 This crucial pre-analytical step purifies the
sample by removing inhibitors that would otherwise interfere
with detection, significantly improving the reliability and sen-
sitivity of any subsequent measurement.49

Organic and hybrid nanoparticles offer advanced function-
alities focused on stability and specific interactions within
challenging food environments. Organic nanoparticles, includ-
ing polymer-based structures, play a crucial role due to their
biocompatibility and versatility. Synthesized through methods
such as emulsion polymerization or nanoprecipitation, their
size, shape, and surface chemistry can be precisely controlled.
This allows for straightforward functionalization with bio-
molecules like antibodies or aptamers for highly specific virus
detection. This tunability is especially valuable for food appli-
cations, as surfaces can be engineered to be “bio-inert” to
repel the non-specific adhesion of proteins and fats from a
food matrix that would otherwise cause false signals.50,51

Furthermore, advanced designs can incorporate stimulus-
responsive polymers that react to specific environmental cues,
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for example, triggering signal release only in the low pH of
spoiled milk or fermented products, thereby enhancing
context-specific detection.52,53

Hybrid nanoparticles, such as metal–organic frameworks
(MOFs), integrate organic and inorganic components into
highly porous crystalline structures that excel at combining
selective capture with robust protection. These materials offer
an exceptionally high surface area and diverse functionali-
zation options, with metal nodes providing structural stability
and catalytic activity, while the organic linkers enable selective
molecular interactions.54 For food biosensing, this is a power-
ful combination. The porous structure can act as a molecular
cage, physically shielding fragile biorecognition elements like
antibodies from degradative proteases found in samples like
meat or dairy.12,55 At the same time, their tunable pore sizes
can be engineered to act as a selective filter, allowing small
target viruses to enter while blocking larger, interfering par-
ticles like cell debris, making MOFs a highly promising plat-
form for robust detection in unprocessed food samples.56,57

The single greatest hurdle for any food-based biosensor is the
“matrix effect”. Food samples are complex mixtures of proteins,
fats, carbohydrates, and salts that can interfere with sensor
performance.58,59 For example, the high ionic strength in shell-
fish homogenates can disrupt the electrostatic balance of unmo-
dified AuNPs, causing them to aggregate and produce a false
signal.60,61 Similarly, proteins and fats can non-specifically
adsorb to the sensor surface, blocking access for the target
virus.62 A primary strategy to overcome this is surface functionali-
zation, often by coating the nanoparticle with a “stealth” layer of
an inert polymer like polyethylene glycol (PEG). This coating pre-
vents aggregation and minimizes non-specific binding, ensuring
the sensor responds only to the target virus.63,64

Ultimately, the thoughtful selection and combination of
these nanoparticles are what enable the development of bio-
sensors that are not just sensitive in the lab, but robust and
reliable in the complex and demanding context of the food
system. The high surface-area-to-volume ratio allows for dense
immobilization of capture probes, while the unique optical,
electrical, and magnetic properties form the basis for diverse
and powerful detection strategies.65,66

4. Viral analytes: what to target—
nucleic acids, proteins or viral
particles?

In biosensor design, selecting an appropriate viral target accord-
ing to the virus type, the intended application, and the complex-
ity of the food matrix is the first step. The choice between target-
ing nucleic acids, proteins, or whole particles fundamentally
affects the sensitivity, specificity, and, most importantly, the rele-
vance of the result for assessing food safety risks.

Nucleic acids, widely employed in PCR-based assays,
provide high specificity by targeting unique viral DNA or RNA
sequences, allowing for precise identification and quantifi-

cation at concentrations as low as 8 copies per mL.67 However,
a significant limitation in food safety is that nucleic acid detec-
tion does not indicate viral viability. PCR often amplifies
genetic material from non-infectious viruses that may persist
in a food product, complicating risk assessment and outbreak
control since viral presence does not always imply infection
risk.4,68 Moreover, such methods require extensive sample pro-
cessing, which increases assay time and contamination risk,
thereby reducing their field applicability.

Viral proteins, particularly the structural capsid and envel-
ope components involved in host recognition, represent an
alternative biosensor target. Protein detection is more closely
linked to viral viability, as these components are typically
present in intact particles. This is especially relevant in the
context of food processing, where many non-enveloped viruses
like norovirus and hepatitis A possess robust capsids that
allow them to retain structural integrity, and thus infectivity,
despite exposure to common preservation methods like mild
heating, acidification (e.g., in dressings or marinades), and
freezing that would typically inactivate bacteria.4,5 Although
protein-based assays may reduce false positives compared with
nucleic acid detection, they cannot confirm infectivity out-
right, as the presence of free, non-infectious viral proteins can
limit this correlation.15

For developing sensors against highly pathogenic or uncultur-
able viruses, virus-like particles (VLPs), which are self-assembled
capsid proteins without genetic material, offer a non-infectious
yet structurally relevant platform. For instance, norovirus VLPs
mimic native capsids, enhancing biosensor specificity without
requiring live virus samples.69 A key advantage of using proteins
or VLPs as targets is the ability to simulate natural virus–host
interactions, using affinity ligands like antibodies or aptamers
that bind to specific conformational shapes on the viral surface.

This focus on the capsid proteins leads to the ultimate goal
for risk assessment: detecting the intact, potentially infectious
virion itself. While no method can perfectly confirm infectivity
outside of cell culture, assays that target capsid proteins on a
whole particle provide a much stronger indication of risk than
those detecting isolated genetic fragments. Both nucleic acid
and protein-based approaches contribute essential capabili-
ties. PCR methods offer exceptional sensitivity, often detecting
1–10 viral particles, while protein-based assays (e.g., antibody-
based tests) typically detect 10–100 infectious units and
depend heavily on antibody quality.70

This distinction in capabilities means that detection strat-
egies are tailored to fit specific needs, from regulatory enforce-
ment to on-site screening. For regulatory purposes and clinical
diagnostics, the ultra-sensitive quantification of PCR is priori-
tized. In contrast, for on-site use, stakeholders like manufac-
turers and retailers prefer portable, rapid tests such as lateral
flow assays, which provide actionable results within minutes
even if they require higher viral titers for detection. The future
of viral detection in food systems will likely involve a combi-
nation of these approaches: rapid on-site screening to identify
potential contamination, followed by laboratory-based mole-
cular methods for confirmation.
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5. Nanobiosensors for viruses in food
systems

Integrating biosensors into food monitoring systems can
greatly enhance food safety by enabling real-time virus detec-
tion and supporting timely interventions.7,13,15 This section
focuses on biosensors, specifically nanosensors, designed for
detecting viruses in two, out of the five, critical segments of
the food system: consumption and production. These seg-
ments are emphasized as they represent the primary entry
points for viruses into the food system.13,15 On the consump-
tion side, four foodborne viruses, namely norovirus (NoV),
hepatitis A virus (HAV), hepatitis E virus (HEV), and rotavirus,
will be examined. Biosensors targeting foodborne viruses help
mitigate health and safety risks to the consumer. On the pro-
duction end, three major viruses affecting livestock, namely
the foot-and-mouth disease virus (FMDV), avian influenza
virus (AIV), and African swine fever virus (ASFV), and several
viruses affecting crops, like maize chlorotic mottle virus
(MCMV), are explored. These biosensors aid in early detection,
improving productivity and agricultural yields. Table 2 pro-
vides a summary of the biosensors discussed and highlights
their performance in detecting their respective target viruses.

5.1. Nanobiosensors for foodborne viruses

The emergence of foodborne diseases continues to be a signifi-
cant public health concern globally, necessitating the develop-
ment of advanced monitoring systems to ensure food safety.
Recent advancements in biosensor technology, particularly
nanoparticle-based biosensors, have shown considerable
promise in addressing this challenge. These nanobiosensors
enable the rapid and sensitive detection of viral contaminants
in food, providing critical support in preventing outbreaks.7

The following section delves into the recent developments in
nanoparticle-based biosensors specifically designed for detect-
ing the four most prevalent foodborne viruses: norovirus,
hepatitis A virus, hepatitis E virus, and rotavirus. These are
considered as major viral threats due to their high global
disease burden, low infectious doses, and remarkable persist-
ence during food processing and handling.13,15 Fig. 2 shows
some examples of these biosensors developed to detect food-
borne viruses.

5.1.1. Norovirus nanobiosensors. The norovirus (NoV) is a
non-enveloped, positive-sense, single-stranded RNA virus
known to be the leading cause (>50%) of microbial foodborne
diseases worldwide, causing acute gastrointestinal
illness.114,115 A key factor in its pathogenesis is its exceptional
environmental stability, allowing the virion to persist on food
preparation surfaces and withstand common disinfectants.
This resilience, coupled with a very low infectious dose where
as few as 20 viral particles can cause illness, makes it a formid-
able challenge for food safety.78 The virus can be transmitted
through contaminated food, water, surfaces, or person-to-
person contact, leading to frequent outbreaks worldwide.33,34

As no vaccine or specific treatment is currently available, early

and sensitive detection remains the crucial strategy for out-
break prevention and management.

Several nanosensors have been developed for NoV detec-
tion, utilizing various types of nanoparticle and detection
mechanism. For example, impedimetric nanosensors, such as
the WS2@AuNPs sensor synthesized by Baek et al., use WS2
nanoflowers decorated with AuNPs functionalized with pep-
tides specific to the NoV. When NoV binds to the nano-
material, it elicits a change in the impedance of the biosensor.
Notably, this study demonstrated success not only in buffer
but also in deliberately infected oyster samples, though the
sensitivity was lower (a higher LOD of 6.21 copies per mL)
than in buffer (LOD of 2.37 copies per mL), highlighting the
real-world impact of the food matrix. To address the challenge
of creating a stable and well-oriented bioreceptor layer.71

Nasrin et al. developed an impedimetric biosensor using a
conductive polyaniline–gold (Au–PAni) nanocomposite. They
employed a highly specific streptavidin–biotin interaction to
immobilize the antibody, which ensures a consistent and
robust sensor surface with minimal signal variance. This
advanced bioconjugation strategy yielded a very low detection
limit of 60 ag mL−1. While this sophisticated surface chemistry
provides excellent stability and sensitivity, the multi-step fabri-
cation process adds complexity and cost compared with
simpler, direct immobilization techniques, which could be a
factor in its potential for mass production.72

Fluorescence nanosensors have also been explored for NoV
detection. For instance, Alzahrani et al. synthesized a mixture
of AuNPs and carbon quantum dots (CQD) to create a fluo-
rescence-based nanosensor that achieved an LOD of 80.3 pg
mL−1. While this was ten times more sensitive than commer-
cial kits, the validation was performed in human serum,
leaving its performance against food-specific inhibitors
untested.73 Colorimetric and electrochemical nanosensors
have also been developed. Alhadrami et al. devised a simple
and clever immunoassay using lactoferrin-functionalized
cotton swabs and antibody-conjugated AuNPs, allowing for
visual detection on the surfaces of foods like cucumber and
lettuce. This approach is excellent for rapid, low-cost screening
but provides a qualitative “yes or no” result rather than precise
quantification.75 Another method employs Fe3O4 magnetic
nanoparticles to capture NoV, which is then detected by the
release of fluorophores from signal-amplifying liposomes
(Fig. 2C). This amplification strategy enabled a low limit of
detection of 136 copies per mL, a sensitivity that approaches
the range of RT-qPCR, while the final detection step is com-
pleted in only 20 minutes, a significant reduction in time com-
pared with the hours required for conventional molecular ana-
lysis. However, the use of both magnetic separation and lipo-
some amplification creates a more complex, multi-step assay
that may be better suited for a lab setting than for rapid field
testing.74

Additionally, a dual-mode, CuO2@COF-NH2-based nano-
sensor enables detection of NoV through both electrochemical
and colorimetric assays. This nanocomposite acts as a peroxi-
dase mimic for colorimetric detection while its electro-
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chemical properties generate a measurable signal. The dual-
mode functionality provides valuable internal validation, but
the stability of nanozymes like CuO2 in diverse food pH con-
ditions requires further investigation.76 Liu et al. synthesized a
highly advanced nanocomposite of Au@BP@Ti3C2-MXene and
magnetic Au@ZnFe2O4@COF (Fig. 2A), yielding an LOD of
0.003 copies per mL, the lowest reported sensitivity for NoV
detection. While the sensitivity is groundbreaking, being
higher than that of PCR, the sensor relies on a sophisticated,
multi-component nanomaterial that would be challenging to
synthesize consistently and cost-effectively on a commercial
scale.78 Ganganboina et al. developed another dual-mode bio-
sensor that utilizes V2O5 nanoparticle-encapsulated, antibody-
conjugated liposomes for NoV detection. The V2O5 nano-
particles act as both peroxidase mimics and electrochemical
redox indicators. When NoV binds to the liposomes, the lipo-
some structure is disrupted, releasing the V2O5 nanoparticles.
This disruption triggers a visible color change for colorimetric
detection and generates redox signals for electrochemical
assays. This is another innovative example of signal amplifica-
tion, but like other liposome-based systems, practical appli-
cation would depend on ensuring the long-term stability and

preventing premature leakage of the liposomes during
storage.77

Although the abovementioned studies claim high specificity
for NoV and report very low LODs (i.e., ag mL−1 or 10−3 copies
per mL concentrations), several issues remain unaddressed.
Firstly, most methods have only been tested on NoV particle
solutions rather than actual food samples, raising questions
about their applicability with real sample matrices. Secondly,
these studies do not indicate whether these biosensors can
detect multiple NoV strains, which would be necessary for
field testing since various strains have caused different
reported outbreaks. Third, given the absence of standardized
guidelines for NoV detection thresholds, the practical
utility of biosensors with exceptionally low detection limits
remains uncertain.116 Finally, most studies focused on labora-
tory-based assays, with minimal research on field-deployable
biosensors. Field testing is essential for promptly investigating
and managing foodborne disease outbreaks once and as
they occur.33 Overall, while NoV biosensors demonstrate prom-
ising sensitivity and specificity in lab settings, addressing
these challenges will be crucial to advancing their field
applicability.

Fig. 2 Schematic illustration of various biosensors for detecting foodborne viruses. (A) Preparation of the Au@ZnFe2O4@COF probe and assembly
of the electrochemical biosensor (Liu et al., 2023), reprinted from Talanta, Liu, H., et al., A “peptide-target aptamer” electrochemical biosensor for
norovirus detection using a black phosphorus nanosheet@Ti3C2-Mxene nanohybrid and magnetic covalent organic framework, p. 124433, copyright
(2023), with permission from Elsevier. (B) Preparation of the Blu-ray DVD SERS substrate and the detection principle (Biswas et al., 2022), reprinted
with minor modifications from J. Biophotonics, Biswas S., et al., Gold nanoparticle decorated blu-ray digital versatile disc as a highly reproducible
surface-enhanced Raman scattering substrate for detection and analysis of rotavirus RNA in laboratory environment, copyright (2022) with per-
mission from Wiley. (C) Formation of liposomes, MNPs and detection mechanism for NOV (Chowdhury et al., 2020). Adapted with permission from
ACS Appl. Bio. Mater., 2020, 3(6), 3560–3568. Copyright 2020 American Chemical Society. (D) SEM image of the Au nanopillars, the detection
mechanism, and its calibration curve (Rippa et al., 2020). Adapted with permission from ACS Appl. Nano Mater., 2020, 3(5), 4837–4844. Copyright
2020 American Chemical Society. (E) Overview of HEV detection using AuNP-labelled reporter probes and MNP-labelled capture probes (Ngamdee
et al., 2020), reprinted from Anal. Chim. Acta., Ngamdee, T., et al., Target induced-DNA strand displacement reaction using gold nanoparticle labeling
for hepatitis E virus detection, p. 1134, copyright (2020), with permission from Elsevier. (F) Preparation of the nanoprobe and virus detection (Luo
et al., 2020), reprinted from Microchimica Acta, Luo, L., et al., Nanoprobes based on pH-responsive metal–organic framework for determination of
hepatitis A virus, p. 187, copyright (2020), with permission from Springer Nature.
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5.1.2. Hepatitis A and E nanobiosensors. Like norovirus,
hepatitis viruses, particularly hepatitis A (HAV) and hepatitis E
(HEV), are critical foodborne pathogens that cause liver
inflammation that can lead to severe health complications.
HAV is primarily spread through contaminated food, water,
and direct person-to-person contact, with outbreaks occurring
even in highly developed countries.6 HEV also transmits
through contaminated food and water but poses an additional
risk as a zoonotic virus, able to spread from infected animals
to humans.117 As non-enveloped viruses, both HAV and HEV
are notably resistant to food-processing hurdles like mild heat
and acidity, underscoring the importance of early detection.
Moreover, given the lack of an approved vaccine for HEV, and
the increasing concern for both viruses in food safety, bio-
sensors provide a valuable tool for rapid and sensitive
detection.6

Several nanosensors have been developed to detect HAV. A
fluorescence nanosensor by Xie et al. used a CdTe quantum
dot (QD)-based probe to detect HAV DNA via a FRET mecha-
nism, achieving a limit of detection (LOD) of 13 pM. While the
sensor showed excellent recovery rates (93.1–102.8%), its vali-
dation in spiked tap water does not fully address the chal-
lenges of more complex food matrices like shellfish, which are
known to concentrate HAV.79 In a different approach, Micheli
et al. developed an enzyme-linked immunomagnetic electro-
chemical assay (ELIME) using magnetic nanobeads coated
with polydopamine (MNP-pDA) as the capture platform. This
polydopamine layer provides a versatile and robust surface for
immobilizing the capture antibody. The entire “sandwich”
complex (MNP-pDA–Antibody–HAV–Enzyme-labeled-antibody)
is then magnetically captured on a screen-printed electrode for
electrochemical detection. The major advantage of this ELIME
format is that it combines magnetic pre-concentration with a
sensitive enzymatic signal, and the sensor was successfully
applied to detect HAV in tap water. However, the system
requires multiple incubation and washing steps, making it
more suitable for batch processing in a lab than for rapid, on-
the-spot field testing.80 Additionally, a molecularly imprinted
polymer (MIP) nanoprobe was designed by Luo et al., using di-
methylaminoethyl methacrylate (DMA) and MIL-101 MOF
nanoparticles (Fig. 2F). This probe allows for selective virus
capture through pH-induced swelling and employs resonance
light scattering (RLS) to improve detection sensitivity. This
antibody-free approach is promising for reducing costs,
though creating consistent viral imprints with MIPs can be a
fabrication challenge.56

For HEV, a variety of nanosensors utilize different mecha-
nisms. Ganganboina et al. created a dual-modality sensor
using hollow magnetic-fluorescent nanoparticles to isolate and
detect HEV DNA with an LOD of 1.2 fg mL−1. The synthesis of
such multifunctional nanoparticles, however, is a complex
multi-step process.81 In another study, an electrochemical
sensor using Pt–Co3O4 hollow-cage nanoparticles achieved an
exceptional LOD of 0.81 fg mL−1 for HEV antigen detection.82

The high sensitivity is notable, but the reliance on platinum
may impact the sensor’s cost-effectiveness for widespread use.

Another innovative HEV nanosensor uses a nucleic acid displa-
cement approach. In this setup, AuNP-labeled nucleic acid
reporter probes are pre-hybridized on capture probes attached
to MNPs (Fig. 2E). When the target DNA is present, these
reporter probes are displaced by stronger binding of the target
DNA to the capture probe. Detection occurs colorimetrically,
spectrometrically, or electrochemically, with LODs of 10 pM
for visual and spectrometric methods, and 1 fM for electro-
chemical detection.83

Overall, the biosensors developed for HAV and HEV show
high sensitivity and specificity through diverse detection
mechanisms. They provide essential tools for rapid hepatitis
virus detection, especially when conventional food processing
falls short. However, significant challenges remain, including
the need to validate these sensors against the various geno-
types of each virus and to demonstrate their reliability in real,
high-risk food products beyond simplified lab samples.

5.1.3. Rotavirus nanobiosensors. In addition to norovirus
and the hepatitis viruses, rotavirus, a double-stranded RNA
virus, is a leading cause of severe diarrhea in young children,
particularly in areas with limited sanitation and clean water
access. Its pathogenesis is marked by a segmented genome
that facilitates genetic reassortment, leading to high antigenic
diversity. This makes it crucial for diagnostic tools to target
conserved regions of the viral capsid, such as the VP6 protein,
to ensure broad detection across different serotypes.
Transmitted primarily through contaminated food and water,
rotavirus poses a significant food safety risk, with even small
amounts capable of causing infection due to its low infectious
dose of about one plaque-forming unit.4,118 Given its rapid
transmission and severe health impact, especially among vul-
nerable populations, early detection in food and water is criti-
cal to prevent outbreaks and mitigate public health risks.118

Several nanosensors have been developed to detect
rotavirus. Y. Zhang et al. developed a portable immunochroma-
tographic assay (ICA) using Au@Ag core–shell NPs that serve as
surface-enhanced Raman scattering (SERS)-based labeling
agents. The signal from these core–shell NPs is significantly
stronger than traditional colloidal AuNPs, enhancing the sensi-
tivity. The surface of the nanoparticles was functionalized with
anti-rotavirus monoclonal antibodies, and this device showed
an LOD of 8 pg mL−1, 10× lower than naked-eye observation.
While it demonstrated high specificity for rotavirus, the
authors noted that the device’s fabrication process is complex,
and the core–shell NPs used exhibit relatively low stability.84

Rippa and colleagues designed a plasmonic sensor array
using octupolar triangular Au nanopillars (Fig. 2D), claiming
enhanced plasmonic properties. The nanopillars, functiona-
lized with antibodies specific to the rotavirus capsid, create
strong LSPR fields that enhance light–matter interaction and
sensitivity, enabling the detection of approximately 126 PFU
mL−1. While the sensor was specific for rotavirus, it was only
tested against two other viruses, and its synthesis process,
involving electron beam lithography, is costly and complex.85

Ketabi et al. developed an electrochemical nanosensor for
rotavirus RNA detection using a nanocomposite of hierarchical
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flower-like Au nanostructures (HFGNs), MXene, and polypyr-
role as a signal amplification tag. Immobilized on a glassy
carbon electrode with antisense ssDNA sequences, it allowed
highly efficient RNA hybridization detection. The nanosensor
likewise demonstrated high specificity against mismatched
sequences, remained stable for 24 days, and successfully
detected rotavirus in clinical samples. Its successful appli-
cation in clinical samples is a significant step, but its perform-
ance against potential inhibitors in food or environmental
water samples, which differ from clinical matrices, was not
evaluated.86

In a different approach, Biswas et al. fabricated a SERS-
based nanosensor by immobilizing citrate-reduced AuNPs on
the surface of a Blu-ray digital versatile disc (DVD) as an SERS
substrate (Fig. 2B). This method cleverly utilizes the disc’s
inherent nanochannels to trap the nanoparticles and enhance
the Raman signal, detecting rotavirus RNA concentrations as
low as 10 ng µL−1 with 94% reproducibility. This is a highly
innovative use of a commodity material, though the study
focused on reproducibility and did not examine selectivity
against other types of RNA.87 The same research group later
developed an even more accessible sensor using AgNPs on
common printing paper as the SERS substrate. This paper-
based SERS sensor is remarkably inexpensive (approx. USD
0.06 per substrate), making it a strong candidate for low-
resource settings. However, while the paper reports detection
of rotavirus samples at a 1% concentration in clinical stool, a
precise limit of detection (LOD) in standard units was not
established, making direct performance comparison with
other methods difficult.88

While the reported nanosensors for rotavirus show great
promise in terms of sensitivity and innovative design, signifi-
cant translational hurdles remain. The primary challenge is
moving from detecting RNA in buffer or clinical samples to
reliably detecting intact virus particles in diverse and complex
food matrices, such as leafy greens or prepared salads. Future
work should focus not only on improving the stability and sim-
plifying the fabrication of these platforms but also on validat-
ing their performance with real-world food samples to demon-
strate their practical value in preventing foodborne outbreaks.

5.2. Nanobiosensors for livestock viruses

The food safety challenges described previously extend beyond
the consumer level, with viral threats also originating at the
production stage. In this context, livestock viruses present
unique risks to both animal health and global food security. At
the production level of the food system, viral diseases in live-
stock represent a critical threat with widespread consequences.
These infections cause direct and massive economic losses
through reduced productivity, animal mortality, and costly
control measures. Crucially, disease outbreaks trigger severe
international trade restrictions, disrupting supply chains and
impacting food prices and availability globally.9,119

Furthermore, many of these viruses pose a direct threat to
public health. Zoonotic pathogens, for instance, can spread
from infected animals to humans through contact or the con-

sumption of contaminated products, blurring the line between
animal and public health and undermining consumer confi-
dence.120 To illustrate the diverse challenges in this domain,
this section focuses on three livestock viruses selected for their
profound global impact: foot-and-mouth disease virus (FMDV)
for its trade-disrupting potential, avian influenza virus (AIV)
for its high-profile zoonotic risk, and African swine fever virus
(ASFV) for its devastating mortality and lack of a vaccine. The
following sections will critically assess the nanobiosensor
technologies being developed to provide the rapid, on-farm
detection necessary to manage these significant threats.

5.2.1. Foot-and-mouth disease virus nanobiosensors. The
foot-and-mouth disease virus (FMDV) is a small, non-envel-
oped, positive-sense RNA virus responsible for foot-and-mouth
disease, a highly contagious illness affecting hooved animals.
As a critical production-level threat, it can paralyze the live-
stock supply chain. The pathogenesis of FMD is characterized
by extremely rapid viral replication, leading to the shedding of
enormous quantities of virus particles into aerosols, saliva,
and, critically, into the milk supply even before clinical signs
appear. This pre-symptomatic shedding is what makes the
disease so explosive, as it can be transmitted via contaminated
feed, equipment, and transport vehicles, leading to devastating
economic impacts estimated between $6.5 and $21 billion
USD annually due to culling and severe trade restrictions on
meat and dairy products. This biological feature places
immense pressure on the need for rapid, on-farm surveillance
to preempt widespread transmission.9,92

Jain et al. developed a sensor by conjugating FMDV-specific
antibodies to AuNPs, utilizing the nanoparticles’ LSPR pro-
perties to enhance sensitivity and specificity. This biosensor
achieved an LOD of a 1 : 10 000 serum dilution, demonstrating
high specificity when tested against other viruses. While this
simple dot-blot assay is well-suited for low-cost screening, it
provides a qualitative result and its performance on non-
serum samples like saliva or milk, which is important for sur-
veillance, was not demonstrated.89

Hamdy and colleagues used AuNPs to improve PCR speci-
ficity and efficiency by conjugating FMDV-specific primers to
AuNP surfaces. This directly enhanced the gold-standard
method; when tested on the same 31 clinical isolates, their
AuNP-enhanced rRT-PCR consistently lowered Ct values by 3
to 3.5 cycles compared with conventional rRT-PCR. This
increase in efficiency resulted in a tenfold improvement in the
analytical limit of detection, achieving an LOD of 1 RNA copy
versus 10 RNA copies for the traditional method. While innova-
tive, this approach only enhances a laboratory-based method
and still relies on a thermal cycler, limiting its use for true
pen-side diagnostics where rapid, equipment-free answers are
most needed.90

Meanwhile, a recent study used a nanocomposite of AuNPs
and graphene oxide in a modified LAMP assay for FMDV detec-
tion (Fig. 3D). This nanocomposite inhibits undesired amplifi-
cation and reduces non-specific signals by adsorbing single-
stranded DNA (ssDNA) through π–π interactions and electro-
static effects, preventing mismatched hybridizations and stabi-
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lizing primers before target pairing. The combined large
surface area and synergistic interaction of AuNPs and gra-
phene oxide enhance signal quality. The use of isothermal
LAMP is a significant step towards field-friendliness, but the
study did not compare its sensitivity against the seven
different FMDV serotypes, which is a critical consideration for
a globally applicable diagnostic.91

Lastly, Hwang et al. created a dual-mode immunoassay that
combines fluorescence and electrochemical detection for
FMDV. This sandwich assay uses MNPs functionalized with
FMDV-specific antibodies along with a secondary antibody
conjugated with β-glucosidase. When the virus binds, the sec-
ondary antibody attaches, activating β-glucosidase to produce
both resorufin and glucose, detectable via fluorescence and
electrochemical signals, respectively. The assay achieved LODs
which are 1–2 orders of magnitude lower than the LODs of

conventional PCR-based methods. Additionally, this approach
provides four-fold greater sensitivity compared with commer-
cially available lateral flow assay kits, highlighting its potential
for enhanced diagnostics. This dual-mode approach provides
excellent sensitivity and a valuable internal cross-check for
results. However, its reliance on two separate reading instru-
ments (a fluorometer and a glucometer) adds a layer of com-
plexity and cost for field deployment in low-resource
settings.92

Collectively, these biosensors offer effective and highly sen-
sitive approaches for FMDV detection. However, practical
application faces significant hurdles. A critical challenge for
future development will be creating platforms capable of
differentiating infected from vaccinated animals (a DIVA-com-
pliant test), as well as identifying specific viral serotypes,
which is crucial for epidemiological tracking and targeted

Fig. 3 Schematic illustration of various biosensors for viruses of concern in livestock. (A) Detection principle of lateral flow assay using red SiNP for
AIV detection (Su et al., 2021), reprinted from Analytical Methods, Su, Z., et al., High-sensitivity detection of two H7 subtypes of avian influenza virus
(AIV) by immunochromatographic assay with highly chromatic red silica nanoparticles, p. 2314, copyright (2021), with permission from RSC. (B)
Detection principle of ASFV using RCA and AuNP@DNA reporter probes (Chi et al., 2024), reprinted from Talanta, Chi, R., et al., Colorimetric detec-
tion of African swine fever (ASF)-associated microRNA based on rolling circle amplification and salt-induced gold nanoparticle aggregation, p. 267,
copyright (2024), with permission from Elsevier. (C) Schematic diagram of the detection principle of AIV using hAuSN based on the LSPR method (T.
Lee et al., 2019), reprinted from Materials Science and Engineering, Lee, T., et al., Fabrication of electrochemical biosensor consisted of multi-func-
tional DNA structure/porous Au nanoparticle for avian influenza virus (H5N1) in chicken serum, p. 513, copyright (2019), with permission from
Elsevier. (D) Illustration of the signal reduction of non-FMDV signals with the use of AuNP and graphene oxide (Kim et al., 2022). Figure used without
modification, licensed under a Creative Commons CC-BY License https://creativecommons.org/licenses/by-nc-nd/4.0/.
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vaccine deployment. Furthermore, simplifying protocols for
robust use outside of laboratory conditions remains a primary
goal for FMDV surveillance.

5.2.2. Avian influenza virus nanobiosensors. In addition to
the economic devastation caused by the FMDV, the avian influ-
enza virus (AIV) is a highly contagious pathogen that poses
serious risks to both poultry production and public health at
the human–animal interface of the food system. Affecting
domestic and wild birds, AIV strains are classified as either
low-pathogenic avian influenza (LPAI), which may cause mild
respiratory issues and reduced egg production, or highly
pathogenic avian influenza (HPAI), which can lead to high
mortality rates and severe outbreaks. The virus’s pathogenicity
is largely determined by the cleavage site of its hemagglutinin
(HA) surface protein. The distinction between LPAI and HPAI
strains is a critical biological feature, as HPAI can cause sys-
temic organ failure and mortality rates approaching 100%.
Therefore, an ideal biosensor should not only detect AIV but
also provide rapid information about its potential pathogen-
icity to trigger an immediate response. This is crucial for
making immediate decisions within dense poultry operations,
such as commercial barns, where the virus can spread rapidly
through shared water, feed, and ventilation systems.
Economically, AIV has significant consequences, with single
outbreaks leading to estimated losses of up to $3 billion USD
in the United States alone due to mass culling, loss of breed-
ing stock, and trade embargoes on poultry meat and eggs. The
potential for rapid spread and zoonotic transmission to farm-
workers and veterinarians underscores the need for effective
detection methods which biosensors can offer.28,94,121,122

Several biosensors using various nanoparticles have been
developed for AIV detection. One approach involved a hollow
spike-like Au nanoparticle (hAuSN) functionalized with a three-
way junction (3WJ) multifunctional DNA aptamer (Fig. 3C). The
unique spike-like structure of the hAuSN enhances the LSPR
effect and signal sensitivity, enabling the detection of hemag-
glutinin (HA) of AIV at 1 pM in both PBS buffer and chicken
serum. However, as the authors noted, comprehensive data on
the sensor’s specificity against other common poultry respirat-
ory viruses or different AIV subtypes were not provided.93

Another study used a silver nanorod (AgNR) array as an
SERS substrate to detect AIV. AgNRs are ideal for SERS due to
their ability to create highly localized electromagnetic fields at
their sharp tips, significantly enhancing Raman signal sensi-
tivity. The array utilizes Exo III-assisted cycling amplification
with three ssDNAs—capture, replacement, and probe—to
amplify the target DNA strand. The amplified product interacts
with the AgNR array, which SERS detects, achieving LODs of 31
aM and 44 aM for the H7 and N9 genes, respectively. While
this demonstrates exceptional analytical sensitivity, the
oblique angle deposition method used to create the AgNR
array is a specialized laboratory technique, and ensuring the
large-scale, low-cost production of uniform SERS substrates
remains a key challenge for commercialization.94

Xiao et al. developed a three-layer nanoparticle composed
of alternating Ag and Au layers, with the Au layer functiona-

lized with ATP. The synergistic electromagnetic enhancement
from both metals and the protective outer silver layer resulted
in a highly sensitive and reproducible signal. After conjugating
the nanoparticle with AIV antibodies, it served as the reporter
molecule in a SERS-based lateral flow assay. This device
achieved an LOD of 0.0018 HA units, providing a sensitivity
three orders of magnitude better than conventional assays and
comparable to PCR-based methods. The performance is out-
standing, but the synthesis of these complex, multi-layer core–
shell nanoparticles is intricate and could present challenges
for ensuring the high batch-to-batch consistency required for a
commercial diagnostic test.95

Su et al. developed an immunochromatographic assay
using highly chromatic red silica nanoparticles (SiNPs),
enhanced by multiple layers of dye deposition via layer-by-layer
electrostatic self-assembly (Fig. 3A). The high chromaticity and
stability of these SiNPs, achieved through dense polyelectrolyte
films, amplify visual signal intensity and ensure robustness
across a wide pH range. Conjugated with AIV-specific anti-
bodies, these SiNPs enable precise antigen binding and sensi-
tive detection. Compared with traditional AuNPs, the red
SiNPs provide superior optical performance, allowing both
qualitative and quantitative virus detection with greater sensi-
tivity and specificity. While visually impressive and stable, the
layer-by-layer assembly process is inherently more time-con-
suming than one-step nanoparticle synthesis methods, which
could impact the overall cost and speed of manufacturing.96

The biosensors developed for AIV detection showcase sub-
stantial progress in sensitivity. However, the primary remain-
ing hurdle for practical food system application is the develop-
ment of multiplexed platforms that can simultaneously detect
and differentiate between common and emerging subtypes
(e.g., H5, H7, H9) in a single, rapid test. This is critical for
effective surveillance and guiding specific response strategies.
Furthermore, improving the cost-efficiency and ruggedness of
these technologies to withstand the demanding environmental
conditions of poultry farms and wild bird monitoring pro-
grams is essential for their widespread adoption.

5.2.3. African swine fever virus nanobiosensors. While AIV
is major threat to the poultry sector, African swine fever virus
(ASFV) causes a severe hemorrhagic disease in swine, leading
to high mortality rates and significant economic losses in
affected regions. ASFV is a large, complex DNA virus known for
its exceptional environmental resilience; it can survive for
months in contaminated pork products and animal feed, and
for years in frozen carcasses. This remarkable stability makes
it not only a threat to live animals but also a major risk for
transmission through the international trade of pork products,
contaminated fomites, and food waste (swill feeding), compli-
cating control efforts at every stage of the food system. First
identified in Kenya, the virus has since spread to multiple
African and Asian countries. In the 2018–2019 outbreak, in
China alone, ASFV caused economic losses amounting to
approximately $60.6 to $296.9 billion USD (0.42–2.07% of
GDP). With no vaccine available, rapid detection is the corner-
stone of control, enabling the ‘test-and-cull’ strategies necess-

Review Nanoscale

Nanoscale This journal is © The Royal Society of Chemistry 2025

O
pe

n 
A

cc
es

s 
A

rt
ic

le
. P

ub
lis

he
d 

on
 1

0 
Q

ad
o 

D
ir

ri
 2

02
5.

 D
ow

nl
oa

de
d 

on
 2

3/
07

/2
02

5 
7:

24
:3

3 
PM

. 
 T

hi
s 

ar
tic

le
 is

 li
ce

ns
ed

 u
nd

er
 a

 C
re

at
iv

e 
C

om
m

on
s 

A
ttr

ib
ut

io
n-

N
on

C
om

m
er

ci
al

 3
.0

 U
np

or
te

d 
L

ic
en

ce
.

View Article Online

http://creativecommons.org/licenses/by-nc/3.0/
http://creativecommons.org/licenses/by-nc/3.0/
https://doi.org/10.1039/d5nr01459j


ary to limit outbreaks and mitigate economic impacts on the
agricultural industries.119,123,124

Several nanoparticle-based biosensors have been developed
for ASFV detection, employing various amplification and
signal enhancement strategies. One of the recent methods
combines isothermal rolling circle amplification (RCA) with
AuNPs for ASFV detection (Fig. 3B). RCA uses a circular probe
to synthesize long tandem repeats of the target DNA, and the
interaction of these products with DNA-conjugated AuNPs
results in a visible color change. This assay demonstrated an
LOD of 3.56 fmol in serum samples. While the colorimetric
readout is ideal for low-cost screening, the authors noted that
specificity against other common swine viruses was not tested,
which is a critical step for validation.97

Meanwhile, a CRISPR-based assay using the Cas12a enzyme
in tandem with AuNPs was developed for ASFV detection.
Cas12a, a stable and cost-effective DNA endonuclease, was
coupled with an LFA to enhance detection. This assay reached
an LOD of 200 copies of the viral genome, matching the sensi-
tivity of qPCR, and was shown to be highly specific with no
cross-reactivity to other swine viruses. The integration of
CRISPR provides an exceptional layer of specificity, making
this a very promising approach for an instrument-free field
test, though its performance on diverse sample types beyond
blood, such as oral fluids or environmental swabs, would need
further evaluation.98

Another AuNP-based method combined lateral flow assays
with recombinase polymerase amplification (RPA), an isother-
mal technique that amplifies DNA and RNA at low tempera-
tures (37–42 °C). In this setup, RPA amplifies the ASFV target
gene, and the amplicons are visually detected (appearance of a
red color) on a test strip via AuNPs. The low-temperature
requirement of RPA is a significant advantage for use in set-
tings without reliable electricity, but the sensitivity may be
lower than methods incorporating additional signal
amplification.12

Aira et al. developed a lateral flow assay using europium-
labeled polystyrene nanoparticles as fluorescent reporters for
detecting an ASFV-specific antigen. These nanoparticles
provide intense, stable fluorescence, significantly enhancing
the sensitivity compared with traditional AuNPs. This assay
achieved a detection limit of 90 pg per test, outperforming
commercial assays by a factor of 16, and detected more posi-
tive cases in blood samples than existing kits. While highly
effective, this LFA requires a portable fluorescence reader to
quantify the results, which adds an instrument cost and a
logistical step compared with a purely visual-readout assay.99

Lastly, a portable affinity chromatography setup using mag-
netic nanoclusters was introduced for ASFV detection. This
method employs a hybridization chain reaction (HCR), an
enzyme-free polymerization technique that forms a long DNA
strand around an MNP upon target recognition, which is then
isolated via affinity chromatography. The enzyme-free nature
of HCR increases the robustness of the assay, but the chrom-
atography setup, while portable, is more complex to operate
than a simple dipstick-style test.100

These diverse nanobiosensor approaches showcase signifi-
cant potential for ASFV detection. However, since ‘test-and-
cull’ is the primary control strategy, any diagnostic tool must
be exceptionally reliable to prevent the unnecessary slaughter
of healthy animals. Future work must focus on simplifying
protocols for use by non-specialists, ensuring robust perform-
ance with diverse and challenging sample types from the farm
environment (e.g., oral fluids, feces, contaminated feed), and
validating these assays across the many different ASFV geno-
types circulating globally.

Livestock virus nanobiosensors have advanced significantly,
with lateral flow and portable formats now enabling rapid, on-
site detection of key pathogens like FMDV, AIV, and ASFV.
These technologies demonstrate strong specificity and sensi-
tivity in laboratory settings, but their practical application is
often limited by the complexity of real-world samples such as
saliva, milk, or environmental swabs. Further efforts are
needed to ensure these sensors perform reliably in diverse
sample types and under field conditions, supporting timely
disease management and outbreak prevention.

5.3. Nanobiosensors for crop viruses

In addition to animal health, plant health is the other founda-
tional pillar of the food system’s production stage. Viral dis-
eases in crops are responsible for billions of dollars in annual
yield losses, directly impacting food security and agricultural
economies worldwide. Unlike for foodborne and livestock
viruses, the literature on nanoparticle-based biosensors for
crop viruses is more sparse, with most phytopathogens having
only a few available studies. This is reflected in some of the
foundational publication dates cited in this section. The
reasons for this are twofold: the sheer biological diversity of
plant pathogens, which requires highly specific biosensor
designs for each virus–crop pair, and the fact that research has
historically prioritized bacterial and fungal diseases.
Therefore, to provide a representative overview of the current
landscape, this section reviews biosensors developed for
viruses that pose a significant economic threat to major global
food staples, including rice, sugarcane, maize, potato, and key
fruit crops. Below are representative crop viruses and the
corresponding nanoparticle-based biosensors developed for
their detection. Selected schematic illustrations are shown in
Fig. 4.

Rice tungro disease, caused by a complex of rice tungro
bacilliform virus (RTBV) and rice tungro spherical virus
(RTSV), is one of the most destructive diseases of rice in Asia.
Its pathogenesis involves insect-vectored transmission by the
green leafhopper, leading to severe stunting and reduced tiller-
ing, which can cause 100% yield loss in susceptible rice var-
ieties, directly threatening food security in rice-dependent
regions. Uda et al. developed an electrochemical sensor by con-
jugating antibodies specific to both viruses onto an AuNP–
polypyrrole nanocomposite deposited on a screen-printed
carbon electrode (SPCE). The system achieved an LOD of 1.4 ×
10−5 mg mL−1 and demonstrated selective detection despite
antibody cross-reactivity. While this is a pioneering effort for
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this virus complex, the use of polyclonal antibodies can lead
to batch-to-batch variability, and the sensor’s performance was
not validated using crude extracts from infected rice leaves,
which is a critical test for field applicability.101

For sugarcane mosaic virus (SCMV) and sugarcane streak
mosaic virus (SCSMV), which can reduce both stalk yield and
sucrose content by up to 50%, impacting the global sugar and
biofuel industries, Thangavelu et al. designed a dual analyte
lateral flow assay for the two viruses. They used cysteamine-
capped AuNPs and the cationic surface improved antibody
conjugation and thus the assay sensitivity, achieving an LOD
of 10−12 and a detection range of 10−6 to 10−9, which outper-
forms the standard citrate–AuNP LFAs. This simple LFA is

ideal for on-field screening by farmers or mill operators, but
its specificity against other viruses common in sugarcane was
not reported, which could be a concern for accurate diagnosis,
due to the potential cross reactivity of the antibodies.102

Maize chlorotic mottle virus (MCMV) mainly causes a mild
mosaic appearance, severe stunting, and leaf necrosis in maize
plants. Its pathogenesis is particularly problematic as it can be
transmitted by vectors, seeds, and mechanical means, facilitat-
ing rapid, widespread epidemics of maize lethal necrosis when
in co-infection with other viruses. One method to detect the
virus was developed by Liu et al., with a colorimetric assay
using ssDNA probes and AuNPs that aggregate and change
color in the presence of the target viral gene. This instrument-

Fig. 4 Schematic illustration of various biosensors for detecting different viruses affecting crops. (A) Detection mechanism of AuNP-modified elec-
trodes for CTV detection (Khater et al., 2019), reprinted from Anal. Chim. Acta, Khater, M., et al., Electrochemical detection of plant virus using gold
nanoparticle-modified electrodes, vol. 1046, copyright (2019), with permission from Elsevier. (B) Detection mechanism of TYLCV using RPA and
AuNP reporter probes (T. M. Wang & Yang, 2019). Figure used without modification, licensed under a Creative Commons Attribution 4.0
International License https://creativecommons.org/licenses/by/4.0/. (C) Fabrication of the electrodes conjugated with MWCNT–Cu nano-
composites for detecting begomoviruses (Tahir et al., 2018), reprinted from J. Hazard Mater., Tahir, M., et al., Evaluation of carbon nanotube based
copper nanoparticle composite for the efficient detection of agroviruses, p. 29, copyright (2018), with permission from Elsevier. (D) Detection
mechanism of Cas12a-based lateral flow assay for detecting MCMV (Lei et al., 2023). Figure used without modification, licensed under a Creative
Commons CC-BY License https://creativecommons.org/licenses/by-nc-nd/4.0/. (E) Detection mechanism of lateral flow assay using AuNP and
MNP for PVX detection (Razo et al., 2018), reprinted from Anal. Chim. Acta, Razo, S., et al., Double-enhanced lateral flow immunoassay for potato
virus X based on a combination of magnetic and gold nanoparticles, p. 52, copyright (2018), with permission from Elsevier.
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free approach is promising for low-resource settings; however,
the study was based on amplified RT-PCR products, and its
direct application to crude plant extracts, which contain inter-
fering polyphenols, would be challenging.103 On the other
hand, Zhang et al. produced a Dot-ELISA and an AuNP-based
LFA. Notably, their Dot-ELISA, which detected MCMV in a
1 : 10 240 dilution, was demonstrated to be 12.1 times more
sensitive than a conventional RT-PCR assay run on the same
samples. The LFA component is particularly valuable as a
rapid (<10 min) point-of-care tool, although the highly sensi-
tive Dot-ELISA portion still requires laboratory equipment and
several hours to complete, a common trade-off for ELISA-based
formats.104 The MCMV sensor developed by Lei et al. uses a
Cas12a-LFA system (Fig. 4D) and established an LOD of 2.5
copies of the coat protein gene. This represents exceptional
sensitivity for a field-deployable assay, reaching a level of
single-digit copy number detection that is typically only achiev-
able with laboratory-based RT-qPCR. The high sensitivity of
this CRISPR-based system is a major advantage for early
warning in seed certification programs, but the reliance on
enzymes like Cas12a requires careful handling to maintain
activity in variable field temperatures.105

For begomoviruses, a group of plant viruses responsible for
diseases in several essential crops like cotton and tomato,
which are transmitted by whiteflies, making their spread rapid
and difficult to control, an electrochemical biosensor was
developed using a composite of multi-walled carbon nano-
tubes and copper nanoparticles (CuNP) (Fig. 4C). The nano-
composite was said to improve the detection performance by
providing an increased surface area and higher conductivity.
An LOD of 0.01 ng μL−1 was determined for the sensor.
However, the authors noted the sensor had a limited usable
life of 8 weeks due to nanocomposite oxidation, a key con-
sideration for practical deployment.106 In a more recent study,
Lavanya and Arun developed a sensor that uses the same prin-
ciple as that of Liu et al., where dsDNA formation in the pres-
ence of the target gene interacts with AuNPs differently than
the ssDNA probe. Their biosensor has an LOD of 500 ag μL−1.
This exceptional sensitivity is noteworthy, but the assay’s
robustness against different plant matrices was not
explored.107

Aside from the sensors that allow for the detection of bego-
moviruses, biosensors have also been developed specific to the
tomato yellow leaf curl virus (TYLCV), an example of a begomo-
virus. Wang and Yang fabricated an RPA-LFA system that uses
standard AuNP reporter molecules for detecting the virus at 1
copy per μL concentration (Fig. 4B). The authors make a direct
claim of superior performance, stating that this detection limit
is more sensitive than both traditional PCR and real-time
qPCR, while completing the entire process in only 20 minutes
at a constant low temperature. The isothermal RPA step makes
this suitable for on-site application, but like RT-PCR, it does
not distinguish between active and remnant infections.108

Meanwhile, Razmi and colleagues developed a biosensor
system similar to the previously mentioned method by Liu
et al. (2015).11,103 Without further amplification, this sensor

can detect the virus at concentrations as low as 5 ng μL−1.
While this method avoids the need for enzymes, its sensitivity
is significantly lower, making it better suited for symptomatic,
high-titer infections.11

Potato virus X (PVX) and potato virus Y (PVY) are two
viruses that mainly infect potatoes. These viruses often occur
in co-infections, leading to synergistic disease complexes that
can cause up to 90% yield loss in susceptible potato cultivars.
Panferov et al. developed a modified LFA to detect PVX where
AuNPs were allowed to grow further after the standard LFA pro-
cedure by adding HAuCl4 and H2O2, which improved the
assay’s sensitivity.10 In contrast, Razo et al. developed an LFA
using both AuNP and MNP. The addition of the MNP serves to
increase the analyte concentration and the visibility of the test
lines (Fig. 4E), achieving a 32× more sensitive LOD.109 In
detecting PVY, Verma et al. developed a vertical flow lateral
assay using standard AuNPs, which overcomes limitations of
traditional LFA like the hook effect. These examples show
clever engineering to improve the classic LFA format, but vali-
dation is often performed using purified virus; performance
with tuber or leaf sap, which can contain enzymatic inhibitors
and debris, is the true test of field utility.110

Another devastating disease, banana bunchy top virus
(BBTV), mainly affects bananas and is considered one of its
most severe pathogens, capable of causing 100% crop loss in a
plantation. Its pathogenesis involves aphid transmission,
leading to “bunchy top” symptoms where new leaves are
stunted and bunched together, halting fruit production
entirely and making early detection critical for a farm’s survi-
val. One nanoparticle-based biosensor was developed using a
Dot-ELISA coupled with LFA. The sensor can detect the virus
in up to 10−12 dilutions of the crude extract. While the sensi-
tivity is exceptionally high, the Dot-ELISA component, like
other ELISA-based methods, still requires multiple washing
and incubation steps in a lab setting, limiting its use for
immediate on-site diagnosis by farmers.111

Citrus tristeza virus (CTV) mainly infects citrus trees, result-
ing in stem pitting, vein corking, and reduced fruit quality.
Historically, its pathogenesis has led to “quick decline” epi-
demics responsible for the loss of hundreds of millions of
trees grafted on susceptible rootstock, posing a constant threat
to the global citrus industry. An electrochemical biosensor was
developed wherein AuNPs and DNA probes were deposited on
the surface of the electrode (Fig. 4A), allowing for the detection
of the virus at an LOD of 100 nM with an assay time of 65 min.
This method offers a good balance of speed and sensitivity for
the lab-based screening of nursery stock, but its specificity
against other citrus viruses that might be present in field
samples was not reported.112

Lastly, an RPA-LFA biosensor was developed to detect the
bean common mosaic virus (BCMV), a virus that affects all
types of bean crop, causing significant yield losses. Its seed-
borne nature is a major aspect of its pathogenesis, as it allows
the virus to be introduced into new fields via contaminated
seed lots, making seed certification a crucial control point.
The RPA-LFA biosensor was established to have an LOD of
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10−5 dilution of the crude extract, performing considerably
better than the standard PCR method. The ability to use crude
extracts is a major advantage for on-field testing, and the iso-
thermal RPA component enhances its portability. However, the
study did not report on whether the assay could differentiate
between the various and often co-infecting strains of BCMV,
which can be important for resistance breeding programs.113

The development of nanoparticle-based biosensors for crop
viruses, while less mature than for animal or human patho-
gens, demonstrates clear potential. The prevalent use of LFAs
and simple colorimetric assays reflects the agricultural sector’s
need for rapid, low-cost, on-site diagnostics that can be used
directly by growers or inspectors. However, a major and recur-
ring challenge is the lack of robust, commercially available bio-
recognition elements for the vast diversity of plant viruses,
which often forces researchers to rely on lab-grade reagents.
Future progress will likely depend on creating platform techno-
logies that can be easily adapted for different plant pathogens
and integrating these sensors with smartphone-based imaging
for data mapping, enabling precision agriculture and early out-
break warnings.

Earlier examples point to a clear pattern of technological
trade-offs across the diverse viral threats facing the food
system—from production to consumption. The widespread
development of lateral flow assays for livestock and crop
viruses highlights the urgent demand for rapid, low-cost, and
equipment-free diagnostic tools that can be deployed directly
on farms or in the field. These platforms prioritize speed and
usability, enabling timely interventions to prevent the spread
of highly contagious diseases. In contrast, the advancement of
electrochemical and molecular biosensors for detecting food-
borne pathogens such as norovirus reflects a different set of
priorities: achieving ultra-low detection limits to identify trace
contamination in processed foods and safeguard public
health. Together, these trends illustrate a fundamental divide
in biosensor design, driven by the distinct risk-management
needs at different stages of the food system.

A second recurring theme is the dual role of nanoparticles
as either signal amplifiers or sample preparation tools. While
materials like AuNPs, QDs, and various nanozymes are primar-
ily used to enhance the visibility or electrical readout of a
signal, magnetic nanoparticles (MNPs) repeatedly appear as a
crucial component for overcoming the “matrix effect”. Their
ability to isolate and concentrate target viruses from complex
sample backgrounds like oyster tissue, meat products, or plant
sap is often the key step that enables a sensor to function
reliably outside of pristine laboratory buffers. This highlights
that for food system applications, the elegance of the detection
chemistry is often secondary to the robustness of the sample
preparation.

Despite these innovations, this review also reveals a signifi-
cant and persistent translational gap. The vast majority of
studies validate their sensors using purified virus or spiked
samples, with testing on naturally contaminated, real-world
samples being a rarity. Furthermore, critical parameters such
as specificity against closely related viral strains, long-term

stability under non-ideal storage conditions, and the potential
for scalable, low-cost manufacturing are often unaddressed.
While the scientific potential of nanobiosensors is undeniable,
these overarching challenges must be confronted to move
these technologies from the laboratory bench to the farm, the
factory, and the kitchen.

6. Challenges and future
perspectives

As demonstrated in the preceding sections, a remarkable diver-
sity of nanoparticle-based biosensors has been developed to
target viral threats across the food system. However, the
journey from a proof-of-concept with the desired low LOD in
the lab, to a robust, reliable tool adaptable on a farm or in a
factory has been limited due to several key biological, techni-
cal, and logistical challenges. This section addresses these
challenges and explores the future perspectives that hold
promise for overcoming them.

A major biological challenge is that many food-system
viruses, such as norovirus, are non-culturable,7,114 which
severely limits research and the validation of new biosensors.
Unlike culturable bacteria and fungi,36,125 these viruses
require reliance on less-than-perfect surrogates. For example,
biosensor development for norovirus often depends on using
virus-like particles (VLPs) or utilizing surrogate viruses with
similar properties, such as murine norovirus (MNV) or feline
calicivirus (FCV), for controlled laboratory testing. While these
are invaluable tools, genetic differences can affect detection
accuracy, and they do not fully replicate the behavior of the
human pathogen in food matrices.7,126 Another significant
hurdle is the high mutation rate of many RNA viruses. This
rapid genetic variability, as seen with SARS-CoV-2 variants, can
reduce the binding efficiency of highly specific antibodies or
nucleic acid probes, potentially rendering a sensor obsolete as
new strains emerge.127 To solve this problem, one strategy is to
design biosensors that target parts of the virus that rarely
change, like stable proteins or essential genes. Another
approach is to use broader recognition molecules, like host-
cell receptors that viruses naturally bind to, which can often
detect multiple strains in one go.128

A persistent theme throughout this review is the gap
between performance in a controlled buffer and in a real-world
food matrix, or the robustness of the sensor performance over
different analytical conditions. Most studies report impressive
LODs using spiked samples, but the “matrix effect”—inter-
ference from fats, proteins, salts, and enzymes in samples like
milk, meat, or plant sap—can drastically reduce sensitivity and
cause false signals. For example, as highlighted in a WS2NF/
AuNP-based electrochemical impedance spectroscopic sensor
by Baek et al., the LOD for norovirus was nearly three times
higher in oyster samples than in buffer, demonstrating the
profound impact of the matrix. Overcoming this requires not
just advanced nanoparticle chemistry to reduce the non-
specific matrix component binding, as in this case, but also
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robust and integrated sample preparation that can largely
remove the interference. Furthermore, the performance of
these sensors must be standardized to be commercially viable.
Unlike bacterial and fungal detection, which follow established
protocols from organizations such as the Codex Alimentarius,
virus detection guidelines in food are inconsistent, complicat-
ing result comparisons. Efforts toward standardization, such
as the ISO/TS 15216:2013 standard for detecting hepatitis A
and norovirus in food matrices, are crucial first steps.
However, as multi-laboratory validation studies have shown,
further refinement is needed to improve inter-laboratory
reliability.129 Finally, questions of manufacturability and econ-
omic viability must be addressed. Many of the highest-per-
forming sensors described herein rely on sophisticated nano-
materials requiring complex and/or low-yield fabrication
methods. The transition to scalable manufacturing techniques
that ensure high batch-to-batch consistency at a low cost is a
non-trivial engineering challenge. As for the economic viabi-
lity, many biosensors (e.g. SERS, electrochemical nanosensors,
etc.) can be more cost-effective than standard methods, like
PCR and ELISA, due to needing less expensive reagents (e.g.
antibodies, enzymes, etc.) and equipment. On the other hand,
the target cost for a disposable on-site biosensor must still be
low enough to be affordable in the context of what the food
products being tested are and which part of the food value
chain the test is being performed on.

While these challenges are significant, several promising
research directions are emerging to address them directly. A
critical goal is to better distinguish infectious from non-infec-
tious viral particles. Nanobiosensors that target viral capsid
integrity or host-specific interactions, such as the peptide–
aptamer sandwich approach by Liu et al. that recognizes the
assembled NoV capsid, offer a promising solution by being
less likely to detect harmless viral fragments.78

The development of multiplexed biosensors is also a critical
focus. While multiplexing has been widely explored for bac-
terial detection,130 its application to viral detection in food
remains limited, largely due to the challenges of developing
sets of highly specific, non-cross-reacting recognition elements
for the vast structural diversity of viruses. To address such
issue, viral receptors can be additional affinity ligands being
used in combination with antibodies and DNA aptamers etc.
to achieve sophisticated assay designs for multiplexing.128

Crucially, it could also differentiate between bacterial and viral
pathogens that cause clinically indistinguishable symptoms
like gastroenteritis, thereby enabling more targeted public
health responses and preventing the unnecessary use of anti-
biotics.13 While examples of this exist for respiratory viruses
like SARS-CoV-2,127 transferring this success to the complex
matrices and diverse viral targets in the food system is a sig-
nificant and important future direction.

Smartphone-based biosensors are emerging as powerful
tools for real-time virus detection, leveraging the fact that 69%
of the global population now owns a smartphone, to create
accessible, field-friendly solutions.131 The core of this inte-
gration is using the device’s camera and processing power to

quantify signals from colorimetric or fluorescent biosensor
assays, effectively replacing bulky laboratory readers.14 While
this technology is advancing rapidly, its application has been
uneven. For clinical viruses like HIV, integrated point-of-care
systems are becoming highly sophisticated.132 However, in
food safety, the primary focus of smartphone-based biosensors
has been on bacterial pathogens, as comprehensively reviewed
by Yang et al.14 This reveals a significant gap: robust, smart-
phone-integrated platforms for viruses of specific concern to
the food system remain remarkably scarce. Therefore, adapting
these advanced, automated smartphone platforms for the
specific viral targets of the food system should be a key priority
for future development.

Finally, the integration of artificial intelligence (AI) has
created vast potential for enhancing biosensor applications, par-
ticularly in viral detection within food systems. AI, through
machine learning (ML), offers tools for analyzing complex bio-
sensor data with high precision and speed. Specifically, AI can
optimize biosensors by improving signal processing, feature
extraction, and noise reduction, enabling the detection of viruses
at lower concentrations with greater accuracy.133,134 For instance,
ML algorithms can distinguish subtle variations in sensor
signals that indicate viral contamination, even in the presence of
background noise, a task that traditional methods often struggle
to achieve.135–137 Moreover, the integration of AI with biosensors
allows real-time, multifaceted data analysis, enabling dynamic
adaptability to different food matrices and contamination scen-
arios. In food systems, AI-driven biosensors can also predict con-
tamination trends, flag anomalies, and facilitate predictive main-
tenance of food safety protocols.138 The combination of nanosen-
sors with AI can detect viral genetic material or protein markers
in food at sensitivities comparable to laboratory PCR techniques
but with faster, on-site results.135,139 The resulting AI-powered
platforms can outpace conventional methods, enhancing early
warning systems and reducing foodborne virus outbreaks.
Furthermore, such systems support continuous learning, allow-
ing biosensors to improve their detection capabilities over time
by adapting to newly emerging viral strains.133,134,138

This review has provided a system-wide analysis of nano-
particle-based biosensors for detecting viral threats to public
health, agricultural productivity, and economic stability. By
examining their application from production-level threats like
FMDV and crop viruses to consumer-level pathogens like noro-
virus, a clear pattern emerges: a trade-off exists between the
rapid, field-deployable assays needed for on-farm screening
and the ultra-sensitive platforms required for verifying the
safety of processed foods. The practical adoption of these
promising technologies is consistently limited by the food
matrix effect, manufacturing scalability, and the need for
standardized validation. Future advancements in multiplexed
platforms, smartphone-integrated readers, and AI-driven ana-
lysis will be essential to overcome these hurdles. The contin-
ued development of these integrated systems is critical for
establishing nanobiosensors as reliable, efficient, and accessi-
ble tools capable of strengthening food system resilience
worldwide.
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