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The rapid development of accurate and quick diagnostic tools for infectious diseases has made a massive

impact in global health. POC devices for pathogen detection have primarily contributed to clinical

management in various applications such as pathology, drug discovery and food safety. Diagnostic tests in

isolated or remote areas were previously time-consuming, costly, and the methods were extensive and

laborious. However, the new generation of miniaturized biosensor technologies aimed at POC testing

resulted in a more sensitive, reliable, rapid and cost-effective detection process without needing

sophisticated instruments. Among them, a few were developed as ready-to-use devices and are currently

commercially available. In this review, we presented the most recent developments in diagnostic methods

in pathogen detection and the improvements included in the detection steps in recent POCs for pathogen

detection. We also discussed incorporating nanomaterials, microfluidics, lateral flow tests, screen-printed

electrodes and smartphones into POC devices used in this area. The challenges and prospects of

developing sample-to-results POC devices for pathogen detection were also discussed.

1. Introduction

Diagnosis of infectious diseases due to various pathogen
contaminations is of paramount importance in clinical
applications, food safety, biodefense, forensic science, and
drug discovery. The reduction of infectious disease fatality in
resource limited areas is a severe issue worldwide. Analytical
techniques with high precision and sensitivity are required
for reliable and accurate pathogen detection for constant
monitoring. The evolution of pathogen diagnostic assays
varied from conventional cell culture-based techniques to
modern immunological molecular diagnostics and now to
biosensors. An ideal point-of-care (POC) device should be able
to work with small volumes of biological, clinical, or chemical

samples, to decrease the medical expenses, experimental
steps, and analytical time.1 There is a continuous need to
develop “sample-to-results” POC devices for on-site
monitoring in rural/isolated areas to be operated by semi-
skilled personnel for rapid quantification of analytes. This
will enable better monitoring towards infection outbreaks
and treatment of diseases. Fig. 1 is a schematic overview of
POC applications that have been developed by researchers,
and among them, few devices are already available in the
market to use.

In the last decade, numerous techniques have been
developed for the purpose of pathogen detection (Fig. 1), but
only a few made it to the market for real-life applications.
This review focused on POC devices that have been
commercially developed for pathogen detection, with
stronger emphasis on profiling the underlying technologies
available for the development of POC devices in this area, as
well as their limitations.

2. Methods for the detection and
identification of pathogens
2.1. Conventional culture-based method

Microbial culture has been the gold-standard for
identification of microbes present in clinical samples for
decades. Naturally, the growth medium is composed of
essential supplements that will support and promote the
growth of microorganisms. For the purpose of further
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isolation, the growth media are mixed with specific
antibiotics, such as ampicillin, kanamycin and tetracycline,
to prevent contamination by other microbes on the agar
plate.6 This is a basic tool employed worldwide due to its
apparent reliability, efficiency and sensitivity. However, this
traditional method is very tedious, consisting of many
steps, such as sample preparation from food samples, pre-
enrichment, enrichment, plating, colony selection and
further confirmation via biochemical screening such as
morphology observation, staining and biochemical testing.7

Although the method is relatively inexpensive and simple,
it is laborious and time-consuming as aseptic techniques
were to be followed thoroughly. The identification process
could take anywhere between 2 and 10 days and requires
trained lab personnel to prepare the samples, perform the
tests and interpret the results. Moreover, it is only effective
in identifying a fraction of microbes in a given sample,
and is incapable of providing accurate microbial virulence
factors. In addition, it is not suitable for applications
requiring immediate results, in particular, during an
outbreak in the food and water industries.

2.2. Nucleic acid-based PCR method

In comparison to the above-mentioned conventional method,
the analysis time and cost of running DNA-based microbial
identification methods are significantly less, while providing
similarly robust and conclusive results. The first-ever DNA-
based diagnostic method introduced was the polymerase
chain reaction (PCR) technique, developed by Kary Mullis in
the 1980s.8 The method isolates, amplifies and quantifies a
short DNA sequence on the target bacteria's genetic material
from a complex pool of DNA using a specifically designed
pair of primers and DNA polymerase as an enzyme. The
amplified sequence is later detected using gel
electrophoresis. Based on the PCR principle, many advanced
nucleic acid amplification techniques were developed such as
reverse transcription PCR (RT-PCR)9 and real-time
quantitative PCR (qPCR).10 PCR-based detection procedures
are rapid, taking anywhere between 5 and 24 hours to obtain
results (excluding the enrichment stage), depending on
which type of PCR is performed.11 The method is highly
specific and sensitive, needing a smaller reagent volume and

Fig. 1 Examples of portable POC devices available for pathogen detection. (a) Appearance of a commercial LFT device that can detect five
biological warfare agents Bacillus anthracis, ricin, Clostridium botulinum/botulinum toxin, Yersinia pestis, and staphylococcal enterotoxin B by Pro
Strips (Advnt Biotechnologies, Phoenix, AZ, USA). Adapted with permission from ref. 2, copyright@2021 (Hindawi). (b) Portable plasmonic platform
for pathogen detection and quantification. (i) The surface activated disposable microfluidic chips mounted on the device. (ii) The electronic setup
of the device is represented from the bottom. (iii) Schematics of the microfluidic integrated SPR platform. The gold surfaces were modified with
several activators that can capture E. coli. Adapted with permission from ref. 3, copyright@2015 (Nature). (c) The principle of the proposed
colorimetric biosensor for rapid detection of Escherichia coli O157:H7 based on gold nanoparticle aggregation and smart phone imaging. Adapted
with permission from ref. 4, copyright@2019 (Elsevier). (d) The three essential components of POC devices for (multiplex) pathogen detection and
the proposed solutions. Adapted with permission from ref. 5, copyright@2020 (Elsevier).
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utilizing instruments that are easily available. This assay has
been widely used for pathogen detection from various types
of samples, from processed food samples to faecal samples
from various living organisms. In the recent COVID-19
pandemic, the causative pathogen SARS-CoV-2 coronavirus
has been widely detected using RT-PCR and qRT-PCR
worldwide.12–15 The technique is used to quantify the viral
load in both symptomatic and asymptomatic patients with
very good specificity and sensitivity. Globally, 104 PCR kits
are in use to detect this pathogen in hospitals, medical
centres, university campuses and airports.15–17 However,
usage of a thermal cycler, low sensitivity issues,
contamination or carry over issues and false positive issues
are some of the disadvantages of this method. Hence, the
development of other advanced methods is in demand to
detect pathogens.

2.3. Antigen–antibody-based (ELISA) method

After the PCR method, another popular way to detect
pathogens is by employing the immunological-based
technique called enzyme-linked immunosorbent assay
(ELISA). The basic concept of ELISA is based on antibody–
antigen interactions, whereby a particular antibody will bind
to its specific antigen. The strength of ‘antibody binding’
determines the sensitivity and specificity of the method. In
general, an antigen (for example, a bacterial cell or bacterial
toxin) is immobilized onto a solid surface to capture the
antibody. If there is interaction between the antigen and the
antibody, then this is detected by the addition of a substrate
that can generate a colour change or fluorescence. Three
types of ELISA have been extensively used, which are 1) direct
ELISA, 2) indirect ELISA and 3) sandwich ELISA.18 Sandwich
ELISA has been previously utilized for the detection of Vibrio
parahaemolyticus in seafood,19 with availability of commercial
ELISA kits for detection of pathogens in food products, like
Salmonella species.20 The ELISA method gives the final
readout in a relatively short period of time. However, since it
is a single end-point assay, there is a high possibility of
obtaining false positive or negative outcomes. Moreover, this
technique is considered to be relatively expensive due to the
high cost of instruments and reagents needed. The antibody
needed in this technique is relatively unstable. Additionally,
antibody production is a laborious and costly process. At the
same time, it is also challenging to adapt the method for
high-throughput screening processes on a larger scale.21,22

2.4. Micro-array-based method

On the other hand, a DNA microarray can perform
simultaneous detection of many pathogens at one time that
is achievable through miniaturization. In this process, glass
slides are coated with hundreds of specific short
oligonucleotide probes that are able to target a part of the
gene sequence derived from pathogens.23 Due to the small
volume size of the reactions, this method is able to achieve a
low limit of detection (LOD) and low running cost. Overall, it

enables relatively faster detection of pathogens due to
reduction in sample preparation time and incorporation of
microfluidics technology.24 Pathogen detection using the
DNA microarray was previously employed for only viral and
fungal infection screening processes.25,26 Recently, a PCR-
based microarray assay was reported to achieve good
sensitivity by Vora and colleagues in the detection of
Escherichia coli (O157:H7) from water samples. The LOD
achieved was 100 genomic copies per reaction with a
specificity of 97%.27 Thus, this method has big potential in
environmental surveillance of pathogen identification.

2.5. Biosensor-based method

A biosensor is a device that contains a bioreceptor and a
transducer that can recognize the target analyte derived from
pathogens. Essentially, the bioreceptor recognizes the
biological event taking place and the transducer converts the
biological reaction into a measurable signal.28–30 Biosensors
have been increasingly utilized in foodborne and waterborne
pathogen detection in order to address one of the main
challenges in the area, which is the rapid detection of a small
amount of microorganisms, as they help to detect a tiny
amount of antigen with high accuracy and rapidity. Some
examples of pathogens that could be identified using various
biosensors are E. coli, L. monocytogenes and Salmonella.31,32

Additionally, biosensor technologies have been the preferred
method for pathogen detection recently as most of the
systems are automated with a simple operation procedure,
portable, and inexpensive and, most importantly, this area
has been increasingly adapted as POC devices. Moreover, the
integration of micro- and nano-fabrication technologies into
the biosensor platform can enable screening of multiple
pathogens in a single device. Increasingly, nanomaterials
(NMs), such as nanoparticles, nanosheets, nanotubes,
nanowires and nanorods, have been incorporated into
biosensor platforms for pathogen detection to increase
sensitivity and specificity.33

2.6. Isothermal-based DNA amplification method

As an alternative to PCR-based nucleic acid detection, the
molecular biology field has developed various techniques that
can amplify DNA isothermally in a single heat block. This
means that amplification is performed at a constant
temperature, reducing the need for an expensive thermal
cycler and skilled personnel as well as shortening the
reaction time. Some of the isothermal amplification methods
that have been introduced are loop-mediated isothermal
amplification (LAMP),34–36 helicase-dependent amplification
(HAD),37 isothermal strand displacement amplification
(SDA),38 rolling circle amplification (RCA)39 and signal-
mediated amplification of RNA technology (SMART).40

Among all these techniques, LAMP appeared to be popular
for pathogen detection as it is capable of amplifying medium
to long ranges of targeted nucleic acid strands with high
efficiency, sensitivity, specificity and stability.41–44 The
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combination of LAMP in biosensors allowed for a
straightforward detection of pathogens using a paper-based
colorimetry assay, and this approach could be useful as POC
devices.45 One of the recent studies was conducted on the
fish pathogen Streptococcus iniae with a colorimetric
biosensor using gold nanoparticle-labelled probes and LAMP
assay. In this study, the authors were able to detect a LOD of
102 CFU which is more sensitive than normal PCR and the
conventional lateral flow strip process. Additionally, the
whole process of detection took place less than 2 h.39 Many
researchers have combined the LAMP method with an
electrochemical sensor (E-Sensor) to achieve better sensitivity
and good reproducibility. It has been proven that this
E-sensor has the capability of detecting pathogens in a broad
detection range like 1 fg μL−1 to 100 pg μL−1.46 However, the
LAMP-based sensor also has some drawbacks such as long
collection time, deep data analysis, some safety concerns,
and the primer design is complicated.47,48

3. Enhancements in current POC
devices for pathogen detection
3.1. Sample preparation

Sample processing is a crucial prerequisite step in pathogen
detection, and it is required to concentrate raw samples from
liters (L) down the microliter (μL) scale, which is a volume
that is more suitable for processing by POC detection
strategies. For most occasions, the collection of a relatively
large raw sample volume which is mixed with other
impurities or untargeted elements is required to increase the
likelihood of detecting pathogens, which are often present at
very low concentrations. Preparation of samples for any
sensor-based detection process requires minute observation
specially to make the sample pure from unwanted elements
that come with the collected raw samples. In a nucleic acid-
based sensor, first DNA is extracted with an available
extraction kit and then prepared for further analysis using a
sensor.49–51

The presence of inhibitors, interference of mix elements,
and relatively low microbial cell numbers in a sample to be
analyzed can be problematic for minute detection analysis.
The presence of these substances in abundance reduces the
overall selectivity of the sensor and creates cross
contamination issues. Thus, solving the selectivity issue is
one of the significant challenges in developing practical
biosensors. The basic strategies that allow selective detection
using biosensors include having a clear idea of the sample
composition, designing the biosensor such that the possible
interferences are taken into consideration, and rechecking
the method against a standard procedure. More importantly,
the sample must be optimized in such a way that they are
devoid of any interfering compounds during the detection.
This issue can be tackled by having pre-treatments on
samples such as separation and concentration of pathogen
target analytes from various sample matrices. Sample pre-
treatments are generally very difficult and take up the most

out of the assay time. Conventional sample preparation for
pathogen detection requires tedious procedures. For
instance, the procedures involved in this case are inoculation
and selective culturing of microorganisms, physical lysis to
release the cell contents, sub-cloning or cloning into
appropriate hosts, purifications and so on before the
presence of target analytes can be tested on desired detection
platforms.

3.2. Bio-recognition receptors

To tackle the limitations posed by antibodies, alternative
molecules have been studied. Aptamers, artificial binding
proteins, molecularly imprinted polymers, and NPs can
selectively bind to biomolecules.52 In this review, we
described antibodies, bacteriophages, and aptamers in detail.
These antibody alternatives do not use animal hosts for
antibody production and therefore do not pose any ethical
issue for the public and scientific community.53,54

3.2.1. Antibodies. For decades, antibodies have been
primarily used as recognition probes in detecting and
diagnosing pathogenic microorganisms. The immune system
produces antibodies to defend the body against any foreign
antigen exposure. In scientific studies, antibodies are
harvested in mammals by immunizing them with specific
antigens. Because of their highly precise binding capability,
antibodies are employed as recognition probes in detection
bioassays. Sandwich-type assays are the best to illustrate the
significant roles of antibodies in detection bioassays. In
sandwich-type immunoassays, there are at least two
antibodies: one plays the role of the recognition probe and
the other acts as the signalling probe. The success of the
immunoassay relies predominantly on the specificity and
sensitivity of the recognition antibody's binding ability with
the target of interest. This approach has been applied for the
detection of Escherichia coli,55–57 Mycobacterium tuberculosis,58

influenza viruses,59 HIV,60,61 Staphylococcus aureus,62,63

Salmonella species,57,64,65 Listeria species,66,67 Shigella
species,68,69 Norovirus strains70,71 and Clostridium species.72,73

Full-length antibodies have two unique polypeptides such
as the light and heavy chains. The antigen-restricting site is
shaped by six hyper-variable circles, three each from the two
chains. Because of the complex engineering involved, the
cloning steps for the recombinant expression of a full-length
immune response can become complicated. Besides, the
fundamental multifaceted nature of full-length antibodies
requires a customary articulation framework for the mass
generation of full-length antibodies. To overcome this
restriction, counteracting agents like substantial chain
antibodies have been developed. These neutralizer parts
cannot hold the complete antigen and, therefore, restrict a
full-length immune response. This makes the process less
demanding in terms of development and control.

3.2.2. Bacteriophages. Bacteriophages infect bacterial cells
and are abundantly found in nature. There are about 1032

bacteriophage entities in soil, manure, thermal vents, and
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water. Apart from their abundance, their ability to survive
adverse environmental conditions and reproduce quickly in
their specific targeted host makes them ideal regulators of
microbial balance on earth and an indicator of dynamic
equilibrium amongst bacterial species.74 Phages offer many
advantages in biosensing, like the specificity in binding to
their target host cells, the ability to lyse and kill their hosts,
and the capacity to multiply during an infection process. This
makes phages a valuable tool for the detection and
identification of bacterial pathogens.

Bacteriophages have been employed in different ELISA
formats as recognition molecules to capture analytes. For
instance, β-galactosidase, streptavidin, and neutravidin
molecules are used in the direct ELISA format. This was seen
in the study carried out by Rajkovic and colleagues, where a
landscape phage library was used to select target-specific
phage particles.75 Bacillus anthracis spores were captured by
spore binding phages selected from the f8/8 landscape phage
library. A phage like M13 was used as a reporter to identify
the captured molecules. This event was amplified using anti-
M13 horseradish peroxidase (HRP) that binds to each pVIII
protein. This approach was successfully used to detect
Brucella melitensis. The cells were captured using purified
single chain antibodies (scAb) on the HRP conjugated phage
that displayed antibody fragments (scFv) in the sandwich
ELISA format. This resulted in two orders of magnitude
improvement in sensitivity compared to the soluble format.76

In a similar approach, phage-displayed single domain
antibodies (sdAb) were used as reporter elements to detect
several analytes, including ricin, botulinum-A toxin complex,
and Marburg virus in the sandwich ELISA format. The
sensitivity of assays was seen to be improved compared to
the soluble sdAb.77–79

During the past decade, several bacterial analytes have
been detected by SPR biosensors that employ a phage as the
bio-recognition probe. Likewise, a lytic phage was used in the
SPREETA™ sensor to detect Staphylococcus aureus and
showed a LOD of 104 CFU mL−1 of S. aureus cells. In this
study, it was observed that the nonspecific Salmonella
typhimurium did not create any significant response. At the
same time, E. coli detection was performed using a T4 phage
probe in the SPR imaging system with a LOD of 104 CFU
mL−1.80 A Salmonella-specific M13 phage selected from a
commercially available phage display peptide library was
employed to detect Salmonella cells with a LOD of 1.3 × 107

CFU mL−1. A similar approach was employed to detect
β-galactosidase (β-gal), a well-known coliform marker used by
the SPREETA™ sensor. It helped to achieve a linear range of
10−9–10−6 M. SPR sensors successfully detected E. coli bacteria
using a T4 phage where the bacterial cells were detected in a
concentration range of 7 × 102 to 7 × 108 CFU mL−1.81 In
another study carried out by Tawil and co-workers, T4 and
BP14 phages were employed in a phase-sensitive SPR to
detect E. coli and methicillin-resistant Staphylococcus aureus
(MRSA) with a LOD of 103 CFU mL−1 for both species.82 At
the same time, another group employed the T4 phage by

physical adsorption on long-period fibre gratings (LPGs) to
detect E. coli in their studies.83 The LPG sensing principle
relies on measuring the changes in resonance wavelength
(λR) due to the external refractive index changes. Additionally,
a modified, more accurate and extremely sensitive version of
the LPG sensing platform was developed by the same group
that used telecommunication wavelengths (∼1.56 um). This
sensor was shown to have improved the LOD down to 103

CFU mL−1 and achieved a linear range of 103–106 CFU mL−1

for E. coli detection.84 Furthermore, an evanescent mode of a
terahertz fibre was recently used by Mazhorova et al. to detect
E. coli bacteria using T4 phages.85 The system achieved a
LOD of 103 CFU mL−1 E. coli bacteria.

Electrochemical biosensors (EB) have received significant
attention in the biosensing field due to their low cost,
simplicity, portability, high accuracy, and sensitivity.86 Phage
particles are utilized as recognition receptors in these devices
and can be used as biocatalytic and affinity biosensors.87,88

Phage-based amperometric sensors mostly rely on lytic
phages as bacteria-specific recognition receptors and
releasing agents of intracellular bacterial enzymes. This
approach was initially applied to detect E. coli K12 cells using
phage λ as a recognition probe. The activity of released β-D-
galactosidase, a highly specific marker of E. coli, was
measured using p-aminophenyl-β-D-galactopyranoside (β-
PAPG) as a substrate, and the product of the reaction,
p-aminophenol (PAP), was detected. The PhiX174 phage was
also employed as another recognition probe to detect E. coli
contamination in water,89 amperometrically. B. cereus and M.
smegmatis cells were also successfully detected by combining
phage typing and cell marker enzyme activity, using B1-7064
and D29 phages, respectively. This was done by measuring
the activities of alpha-glucosidase and beta-glucosidase
enzymes. Laczka and the group used a phagemid system to
detect E. coli TG1 cells through alkaline phosphatase
activity.90 The phagemid was constructed using a
bacteriophage, M13KO7, as a helper phage and a commercial
plasmid, pFLAG-ATS-BAP, which contained a gene encoding
the reporter enzyme, alkaline phosphatize. M13KO7 is a non-
lytic phage that cannot replicate in the cells; therefore, it
overproduces enzymes in the cells. This also enhanced the
sensitivity of the assay as 1 CFU mL−1 bacterial cell could be
detected within 3 h.

Several researchers have also used EIS to detect E. coli cells
using biotin displaying T4 phage L91 and wild type T4 phage
covalently immobilized on screen-printed carbon electrode
arrays for direct impedimetric detection of E. coli K12 cells.92 E.
coli cells were detected in a concentration range from 104 to 108

CFU mL−1 with a detection limit of 2 × 104 CFU mL−1. Phage-
modified magnetic beads have also been used to capture and
concentrate bacteria in the samples, which were then integrated
with impedance detection. Leung et al. improved the LOD down
to 103 CFU mL−1.93 Shabani et al. detected Bacillus anthracis
Sterne vegetative cells using gamma phage modified screen-
printed carbon electrode microarrays,94 and Bacillus anthracis
cells were detected with a LOD of 103 CFU mL−1.95
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Simultaneously, few studies have also shown that
β-galactosidase can be detected with a response time of ∼100
s over the range of 0.003–210 nM.96 S. typhimurium was
detected with a LOD of 102 CFU mL−1 and a rapid response
time of <180 s. Magnetoelastic (ME) sensors decorated with
the E2 phage selected from the landscape f8/8 phage library
were used to detect S. typhimurium in milk and fresh
products such as spinach leaves, tomato, and
cantaloupe.96–98 In a similar approach, methicillin-resistant
S. aureus (MRSA) in spinach leaves was successfully detected
using lytic phage 12600 as a bio-recognition probe.99 In
addition, B. anthracis spores were detected using ME with a
LOD of 103 CFU mL−1. In addition, the filamentous E2 phage
immobilized on a magnetostrictive millicantilever (MSMC)
surface could detect S. typhimurium cells with a LOD of 5 ×
108 CFU mL−1.100 In another report, the filamentous JRB7
phage was used to develop an MSMC sensor for detection of
B. anthracis spores in water with a LOD of 104 CFU mL−1 and
105 CFU mL−1 by using MSMCs in size of 1.4 mm × 0.8 mm ×
35 m and 2.8 mm × 1.0 mm × 35 m, respectively.101

As observed from the above-discussed studies, phage-
based sensors show a natural affinity towards their target
analytes and therefore are easier to prepare and are available
at cheaper rates. The phage display techniques also use wild-
type phages that can be genetically modified to display
various protein molecules and bind with numerous target
molecules. Moreover, owing to the enhanced stability of
phages, these sensors have been shown to remain active for
prolonged durations even under extreme environmental
conditions.102

3.2.3. Aptamers. Aptamers have been well documented as
another fascinating molecular recognition element for
pathogen detection.103 They are the most commonly used
antibody alternatives. An aptamer is a synthetic short
oligonucleotide sequence composed of either DNA or RNA
molecules, which can bind to target analytes with high
affinity and specificity. These nucleic acid molecular
recognition elements were first described in 1990 by the
Tuerk and Ellington laboratories.104 Aptamers also have
several other advantages over antibodies, like their ease of
conjugation with different reporter molecules, lower
production cost, high reproducibility without batch-to-batch
variations, and no requirements for animal hosts during
production.

The recognition ability of aptamers comes from their
conformation to three-dimensional structures that generate
binding pockets for their intended targets. In general, the
aptamer library comprises 1013 to 1015 different nucleic acid
molecules. Systematic evolution of ligands by exponential
enrichment (SELEX) identifies the newly designed aptamers
with the highest affinity and specificity towards user-defined
targets.105 Aptamers that bind to the intended target are
retained and amplified by PCR amplification. This process is
repeated for 10 to 20 rounds to enrich and increase the
specificity of the aptamer pool. This approach of using
aptamers as bio-recognition receptors has been applied to

detect E. coli,106,107 M. tuberculosis,108–112 influenza viruses,113

HIV,114–116 S. aureus,117–122 Salmonella species,123 Listeria
species,124 Shigella species,125 Campylobacter species,126

Norovirus strains,127,128 Vibrio cholera,129 and Clostridium
species.130 However, the real-life application of aptamers
depends on their susceptibility to nuclease degradation.
Hence, sample pre-treatment and enrichment steps are
usually required before using an aptamer as a recognition
probe.

Various bioreceptors used in different biosensors are
summarised in Table 1.

4. Using nanomaterials in POC
devices for pathogen detection

New developments in nanoscience have highly influenced
medical and analytical sciences. Nanoscience has also
affected detection analysis due to its versatile
physicochemical properties that depend on particle size,
shape and type. The development of electrodes for nanoscale
sensors has become an emerging field and has gained
widespread attention in diagnostic purposes.135

Nanomaterial-based (NMs) biosensors show enhanced
sensitivity, rapid response time and reduced cross-
contamination issues. These advantages can potentially
facilitate the construction of POC devices28 for quick
pathogen detection. Nanoparticles (NPs) also have a large
surface-to-volume ratio, enabling various biomolecules to
interact with them. The biomolecules are first immobilized
to make the reaction sites available to interact with target
species like bacteria, toxins, proteins, and nucleic acids.
Owing to their biocompatibility and the ability to adsorb
particles, NMs used in sensors often modify their electrode
surfaces to enhance the overall functioning of the sensors. In
addition, NMs strengthen the immobilization of the analytes
on the bioreceptor surface by aiding the interactions between
the two. Furthermore, NPs act as signalling molecules and
allow for signal amplification during the sensing process.
Table 2 summarizes the various NM-based biosensors used
to detect different pathogens.

The primary motivation of nanoscale devices is to increase
sensitivity, specificity and provide simple detection
mechanisms.160,161 NM-based POC devices like biosensors
have been rampantly used in recent years to detect various
kinds of bacterial and clinical pathogens. NM-based sensors
employ many or all of the properties of NPs, including their
chemical, optical, magnetic, and electrical features, to detect
pathogens.162 The molecular determination forces the
enhancement of the sensors to produce POC devices that can
perform rapid and inexpensive detection of several
pathogens.163 NMs and nanostructures like carbon
nanotubes, metal oxide NPs, magnetic NPs, metal
nanoclusters, nanogels, and plasmonic nanomaterials have
been employed in several studies to achieve this purpose.
Recently three widely used NPs have been implemented in
biosensing platforms, including gold nanoparticles (AuNPs),
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silver nanoparticles (AgNPs), and platinum nanoparticles
(PtNPs). These NPs are employed as signalling molecules in
various electrochemical sensor assays for pathogen
detection.164,165 In addition, there are more modified NPs
available that are applied for pathogen detection, like
quantum dots and graphene oxide. We will discuss
biosensors based on these two categories of nanoparticles in
the subsequent sections.

4.1. Quantum dots (QDs)

In a study in 2014, Liu and colleagues developed an effective
isothermal amplification process using AuNPs. This low-cost
paper platform could detect pathogenic bacteria and showed
a detection limit of 0.5 pg μL−1 genomic RNA from viable L.
monocytogenes. This assay had a high specificity and gave the
result within 15 min. This assay was also tested on real
samples like milk and cheese; it could be used as a POC-
based analysis for foodborne pathogenic bacteria.166

Recently, quantum dots (QDs) have also seen massive
potential in the sensor field in NP-based technology owing to
their size-dependent optical and electronic properties.167 QDs
derive their energy from tiny materials that efficiently work
with concentrated samples into a single point, thereby
charging them with electric power.

According to quantum theory, QD NPs have distinct
energy levels like an individual atom.168 The QD core–shell
can detect biomolecules following the florescent process.
Xiong et al. observed that core–shell ZnO QDs possessed
yellow and green emission and could perform biological
labelling. This novel approach involving QD core–shell NPs
was stable in aqueous solutions and could easily detect
biological samples or liquid analytes. The concentration of
live cells was 0.2 mg mL−1 and was protected with this core–
shell QD, which could infiltrate into the cytoplasm (Fig. 2).169

The significant advantage of ZnO-based core–shell QDs was
their non-toxic and safe nature that could be used in live
cells, including human cells. This is an exciting approach in
biological samples that do not use complex compounds or
reagents.

Compared to traditional fluorescent dyes such as
fluorescein isothiocyanate (FITC), QDs display brighter
fluorescence intensities and last longer.170,171 Due to the
advantages of QDs over traditional fluorescent dyes, they are
widely used as fluorescent labels172 instead of traditional
dyes. They are used as biorecognition elements in a wide
range of immunoassays to detect various foodborne
pathogens.

4.2. Graphene oxide (GO)

NPs have been widely used in sensing platforms for
in vitro studies. Such studies use matrix modifications on
the electrode surface for signal amplification purposes.
The detailed mechanisms correlating to the changes of
intrinsic physicochemical and optoelectronic properties
play different roles in instantaneously identifying microbes
by changes in their color. They act as sensory probes and
therapeutic agents and can be used in molecular
diagnosis and drug discovery for biological, clinical, and
chemical purposes. NMs are vital for pathogen detection
and are used in various easy-to-engineer biosensor devices
with finely-tuned configurations at the nanoscale level. For
example, graphene is a two-dimensional carbon NM with
unique properties like high electrical conductivity, large
surface area, and mechanical and thermal stability.35

Graphene and its derivatives, graphene oxide (GO),
reduced graphene oxide (rGO), and graphene nanoribbons
(GN), have also exhibited exciting biosensing applications
to detect a variety of pathogens.173 Based on the diverse

Table 1 Various bioreceptors used in different biosensors

Bio-recognition receptors Detection range Pathogens detected LOD Ref.

Antibodies 1.0 × 103 to 1.0 × 107 CFU mL−1 S. typhimurium 5.0 × 102 CFU mL−1 131
— S. enterica 102 cells per mL 64
Up to 1 × 108 cells per mL E. coli and S. epidermidis 2.5 × 102 cells per mL 132
— E. coli, B. subtilis and S. aureus 1.5 × 104 cells per mL 133

Bacteriophage — Clostridium botulinum 3.33 × 10−14 mol 134
103–106 CFU mL−1 E. coli and S. aureus 103 CFU mL−1 84
20 to 2000 CFU 100 mL−1 Enterobacteriaceae 5 × 104 CFU mL−1 90
— E. coli 103 CFU mL−1 95
0.003 to 210 nM E. coli — 96
7 × 102 to 7 × 108 CFU ml−1 E. coli 104 CFU mL−1 83

Aptamers 10–104 CFU mL−1 E. coli O157:H7 102 CFU mL−1 108
104–107 CFU ml−1 Escherichia Coli O157:H7 4.5 × 103 CFU mL−1 109
1 × 10−7–2 × 10−6 M E. coli — 110
0.1 nM to 10 nM E. coli — 111
10 to 1 × 106 CFU mL−1 S. aureus 1.0 CFU mL−1 119
5 × 102 CFU ml−1 to 5 × 109 CFU ml−1 S. aureus 105–106 cells per mL 120
0.01–10 μg mL−1 S. aureus 6 ng mL−1 121
4.1 × 101–4.1 × 105 CFU mL−1 S. aureus 41 CFU mL−1 122
2.4–2.4 × 103 CFU mL−1 Salmonella 3 CFU mL−1 125
20 to 2 × 106 CFU mL−1 L. monocytogenes 20 CFU mL−1 126

Sensors & Diagnostics Critical review

O
pe

n 
A

cc
es

s 
A

rt
ic

le
. P

ub
lis

he
d 

on
 2

9 
O

ct
ob

er
 2

02
1.

 D
ow

nl
oa

de
d 

on
 4

/2
2/

20
25

 1
2:

30
:0

7 
PM

. 
 T

hi
s 

ar
tic

le
 is

 li
ce

ns
ed

 u
nd

er
 a

 C
re

at
iv

e 
C

om
m

on
s 

A
ttr

ib
ut

io
n 

3.
0 

U
np

or
te

d 
L

ic
en

ce
.

View Article Online

http://creativecommons.org/licenses/by/3.0/
http://creativecommons.org/licenses/by/3.0/
https://doi.org/10.1039/d1sd00017a


94 | Sens. Diagn., 2022, 1, 87–105 © 2022 The Author(s). Published by the Royal Society of Chemistry

pathogen sensing processes, we divided our study into the
two following sections.

4.2.1. Fluorescence-based GO method and its applications.
Due to the increasing demand for rapid and robust
techniques, researchers have reported sensitive sensing of
pathogens using GO-based sensors.174 GO was successfully
synthesized via the Hummers method in a recent study by
employing MnO2O7 to oxidize graphite.175 In another study
about rotavirus detection using a GO-based immune-
biosensor, the rotavirus was captured by an antibody
immobilized on GO sheets using rotavirus-specific antibody. The
binding was monitored by observing the fluorescence quenching
of GO during fluorescence resonance energy transfer between
GO and gold NP-labeled secondary antibodies. This platform
utilized antibodies–QDs as capture probes that fluorescence
upon excitation with a laser source. Then GO was added to
quench the fluorescence in the absence of the target pathogen.
However, in the presence of a target, the interaction between the
target and immobilized probe hinders the interaction of
the probe and GO, thereby causing lower quenching.176 In
another similar study, a GO-based fluorescent aptasensor was
used to detect Salmonella typhimurium. This study
determined a LOD of 100 CFU mL−1 with a linear range from
1 × 103 to 1 × 108 CFU mL−1. Moreover, this process was
label-free, sensitive and specific, and could be applied for

real sample analysis for pathogen detection.177 Thus, these
discoveries show the great potential of GO-based biosensors
for pathogen detection, food safety testing, clinical diagnosis
and environmental monitoring. Additionally, these newly
advanced methodologies are simple to use, have high
portability, and do not involve complex steps.

4.2.2. Electrochemical-based GO method and its
application. Recently numerous studies have been carried
out based on GO-based electrochemical sensors that can
successfully detect various pathogens.178,179 Various sensitive
and specific label-free graphene-based electrical biosensors
have been reported that can detect different bacteria species.
One such study demonstrated the development of a label-
free graphene-interfaced capacitor chip for capturing
bacterial cells.180 The authors prepared graphene via
chemical vapour deposition and functionalized it by
noncovalent attachment of 1-pyrenebutanoic acid
succinimidyl ester in methanol for 2 h. The anti-E. coli
antibodies were then immobilized on the functionalized
electrodes. This graphene-based electrical chip could detect
E. coli O157:H7 bacteria without the involvement of any
chemical mediators. Upon binding with the target E. coli
bacteria, a significant increase in the conductance was
observed. This sensor gave a LOD of 10 cells per mL with a
detection range of 10 to 100 cells per mL.

Table 2 Nanomaterial-based biosensors used to detect different pathogens

Nanoparticles used during
bacterial sensing Pathogens detected Detection range

Detection
limit Ref.

Graphene oxide E. coli 10−6 to 10−16 M 1 × 10−16 M 136
E. coli 1 × 10 to 1 × 104 CFU mL−1 10 CFU mL−1 137
S. aureus 1 to 40 nmol L−1 0.5 nmol L−1 138
M. tuberculosis 1.0 × 10−6 to 1.0 × 10−12 M 7.96 × 10−13 M 139
P. aeruginosa 1.2 × 101–1.2 × 107 CFU mL−1 12 CFU mL−1 140

Quantum dots S. aureus and E. coli 0 to 9 × 107 CFU ml−1 — 141
M. tuberculosis 1 × 10−11 to 1 × 10−7 M 8.948 × 10−13 M 142
S. typhimurium 1.0 × 102 to 1.0 × 107 CFU mL−1 43 CFU mL−1 143
S. typhimurium 103 to 107 CFU ml−1 103 CFU mL−1 144
S. typhimurium 1.0 × 104 to 1.0 × 106 CFU mL−1 5.4 × 103 CFU mL−1 145
E. coli O157:H7 — 6.660 CFU mL−1 146
S. aureus — 1.070 × 101 CFU mL−1 146
V. parahaemolyticus — 2.236 × 101 CFU mL−1 146

AuNPs E. coli O157: H7 101–106 CFU ml−1 101 CFU ml−1 147
Escherichia coli O157:H7,
Vibrio parahaemolyticus,
salmonella, Staphylococcus
aureus, listeria monocytogenes,
Shigella

— 1–9 cells mL−1 148

V. cholera 3.2 × 104 to 28 × 104 cells ml−1 — 149
P. aeruginosa and V. cholerae — ∼102 CFU 150
S. enteritidis 104 and 108 CFU mL−1 103 CFU mL−1 151

AgNPs S. flexneri, E. coli O157:H7,
L. mono and S. aureus

101 to 107 CFU mL−1 1.5 CFU mL−1 152

L. monocytogenes — 0.015 ng mL−1 153
S. enterica — 0.013 ng mL−1 153
S. typhi 103–105 CFU mL−1 103 CFU mL−1 154
H. pylori — 10 CFU mL−1 155

PtNPs E. coli O157:H7 4.0 × 102 to 4.0 × 108 CFU mL−1 91 CFU mL−1 156
S. typhimurium 10–15 CFU mL−1 2 CFU mL−1 157
E. coli O157:H7 5 × 102 CFU mL−1 to 1 × 107 CFU mL−1 1.08 × 102 CFU mL−1 158
L. innocua — 100 CFU mL−1 159
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Another pathogen-detection system was reported in 2012
that was based on the quenching property of GO.181 In this
work, graphene was printed onto water-soluble silk, yielding
a fully biointerfaced sensing platform. Antimicrobial peptides
were then immobilized onto graphene via self-assembly and
employed to detect bacteria at a single-cell level. The wireless
sensor was fabricated using a resonant coil, which allowed
the integration of the sensing device onto the tooth for real-
time detection of bacteria in saliva. This approach of
interfacing graphene nanosensors and biomaterials showed
an extensive detection of biochemical and pathogen targets.
In another study, an rGO–gold NP composite was used as the
sensing platform to detect Mycobacterium tuberculosis. A DNA
electrochemical biosensor was developed using rGO and
AuNPs that showed good sensitivity and stability. A
nanoparticle–polyaniline nanocomposite was used as a tracer
in the experiment. The linear range of detection was noted to
be 1.0 × 10−15 to 1.0 × 10−9 M.182

Another electrochemical genosensor based on a
multiwalled carbon nanotube–chitosan–bismuth complex
and lead sulfide NPs was developed recently to detect
pathogenic Aeromonas. The detection limit was recorded as
1.0 × 10−14 M. During real sample analysis, Aeromonas spiked
up, like in tap water. In such cases, the LOD was found to be
lower than 102 CFU mL−1. This study showed a rapid and
sensitive detection process of bacteria samples and could be
potentially used for food safety and environmental
monitoring applications.183 Another excellent research study
involved a chemiresistive immunosensor based on a carbon
nanotube that could simultaneously detect Escherichia coli
O157:H7 and the bacteriophage T7. This sensor
demonstrated good sensitivity (LOD 103 CFU mL−1 for E. coli

and 103 PFU mL−1 for bacteriophage, respectively) along with
an excellent dynamic range (linear range for E. coli 103 CFU
mL−1 to 107 CFU mL−1 and bacteriophage 102 PFU mL−1 to
107 PFU mL−1, respectively) and a fast response time of 5 min
in the case of bacteriophage detection and 60 min to detect
bacteria.184 The above stated examples are some of the recent
advances in the development and application of graphene-
based fluorescence and electrochemical biosensors, which
can be potentially studied and further developed as POC
devices for food safety and in the biomedical field. In
Table 3, we have discussed the advantages and disadvantages
of these two processes with examples of sensor matrices in
detail.

5. Incorporation of microfluidic POC
devices for pathogen detection

Several efforts have been made to develop innovative
methodologies to overcome the drawbacks posed during POC
development. As a result, many alternative pathogen
detection and diagnosis techniques are available based on
POCs, such as DNA-based biosensors, immunosensors,
aptamer sensors, smartphone-assisted sensors, microfluidic
platforms, and wearable sensors. Some of these modern
pathogen detection approaches and advancements in this
field will be discussed in the subsequent sections.

Microfluidic devices are fluid handling devices in which a
minute volume of the sample flows into channels that have
dimensions ranging from a few to hundreds of microns.
Microfluidics has shown growing potential in different
applications in recent years, especially in biosensors.185 The
use of microfluidics has demonstrated several advantages,

Fig. 2 Schematic representation of modified AuNPs and D-amino acid-modified QDs and the color change of peptidoglycan after incubation with
newly modified synthesized AuNPs. Reproduced with permission from ref. 169.
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such as 1) minimal amount of sample or reagent
requirements which reduce the overall cost and the risk of
contamination, 2) the target analyte easily gets localized on
the sensing area because of the small dimension of the chip,
3) the analysis time is reduced because of the quick mass
transport within the microchannels, and 4) the
functionalization of the inner surface of the channels that
are typically made of plastic, polydimethylsiloxane (PDMS) or
glass, thus, enabling the capture of the analyte under
continuous flow conditions.

Label-free electrical and electrochemical biosensors have
received considerable attention due to their compatibility
with microfabrication techniques involving various
microfluidic channels. In one of the studies, researchers
constructed an on-chip artificial pore to sense bacterial
pathogens. The microfluidic chip was fabricated using PDMS.
The channels were functionalized with proteins that could
specifically bind to the bacterial cell-surface receptors. The
capture of cells onto the channels blocks the current flow.
Thus, the duration of the recent pulse can differentiate
between the specific and nonspecific cells. This method has
been used to detect murine erythroleukemia cells. The
number of cells can be determined by measuring the change
in solution conductivity after cell lysis that occurs with the
release of ions from the cells.186 Another study demonstrated
the fabrication of a microfluidic silicon chip with thin-film
platinum electrodes. The sensing chamber was
functionalized with specific antibodies for the target bacteria.
This study achieved a LOD of ∼104 CFU mL−1 of E. coli in a
tiny chamber of 2 μm height.187

The integration of LAMP amplification onto a lab-on-chip
device to detect Salmonella is another thriving area in
microfluidics devices (μD) that has been reported.188 In this
study, the pathogen was detected by visualizing the SYBR
green I dye color change. An inexpensive microfluidic paper

device was fabricated via the wax printing technique using a
solid ink printer. This study achieved a LOD of 2.6 × 107 CFU
mL−1 during Salmonella live-cell detection and showed great
sensitivity. The authors reported this method to have great
potential for POC testing purposes. Other μD are also
available for pathogen detection like microfluidic protein/
enzyme-based pathogen sensors, microfluidic antibody/
aptamer sensors and microfluidic cell-based pathogen
sensors. Moreover, numerous frameworks have been already
utilized to detect pathogens in manageable samples under
research environment conditions. In one of the recent studies
in the year 2020, the authors fabricated a good selectivity,
stability and low-cost 3D paper-based microfluidic
electrochemical glucose biosensor based on rGP-TEPA/PB
sensitive film with a detection limit of 25 μM and with a
linear range of 0.1–25 mM. The novelty of their work was the
design of sensing metrics which provided a high conductivity
and large surface area for good electrocatalytic reduction
activity.189 Around the same time, researchers have reported
a proof-of-concept using a paper-based microfluidic device
for high throughput multiplexed analysis. The main
appealing part of this system is the disposable low-cost
microfluidic device with a LOD of 3 × 10−5 mol L−1.190

Meanwhile, applications of thread-based microfluidics are
also in demand. In a new study, a thread-based microfluidic
fuel cell with graphite rod electrodes was developed by the
capillary driven reaction of electrolytes.191 Hence, based on
these proofs of concept sensing platforms will help to detect
various pathogens in the near future.

6. Portable POC devices available for
pathogen detection

Many major classes of portable POC diagnostics devices were
developed for pathogen detection. The most commonly used

Table 3 The advantages and limitation of fluorescence and electrochemical-based GO methods

Method Advantage Disadvantage Examples Ref.

Fluorescence-based
GO method

GO acts as an excellent fluorescence quencher
and thus allows for highly sensitive
bio-sensing

GO can be further purified to remove
excess oxygen moieties and
functionalized to obtain better
fluorescence peaks

GO-based aptasensor to
detect S. typhimurium

177

GO-based immuno
biosensor

176

Electrochemical-based
GO method

The large surface area of GO and superior
electrical properties like high charge mobility
and changeable conductance allow for highly
sensitive detection of the analytes

Bio-anchoring occurs on the sensor's
surface without any observable
changes in the sensor's electrical
properties during detection. Also,
such sensors use redox-mediators
that affect the signal transduction
process

Label-free
graphene-interfaced
capacitor chip to detect
E. coli cells

180

GO-based fully
biointerfaced, wireless
sensing platform to
detect bacterial cells

181

rGO–gold NP
composite-based
biosensor to detect
Mycobacterium
tuberculosis

182

MWCNT–Chi–Bi-based
electrochemical
genosensor to detect
Aeromonas

183
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POC devices include utilizing lateral flow tests (LFT) and
their lateral flow assays (LFA).

6.1. Lateral flow tests

The principle of LFT relies on detecting the pathogen by
utilizing a capillary force to flow the sample across the
membrane and gather labelling molecules on the embedded
capturing antibody. LFT was used primarily for pathogen
detection192 in food,193 and it was commercialized for the
detection of SARS viruses,194 rotaviruses,195 streptococci,
microbes like Bacillus species,196 and meat species.197,198

However, LFT is simple, easy to use, and requires a low cost
to manufacture; it cannot perform complex laboratory
procedures and requires high accuracy assays such as nucleic
acid tests.35 Therefore, significant effort has been focused on
integrating signal amplification sensitivity with the rapid and
facile sensing modality of LFT. In this regard, a CD-based
microfluidic process was utilized to develop separate LFTs
that could detect the LAMP amplicon of the H1N1 influenza
virus by amplifying H1 and M genes.199

Each microchip consists of an inlet to inject the LAMP
reagent into an amplification chamber. A zigzag-shaped
micro dispenser channel was allocated to LAMP solution
equally in three different compartments. 2 μL of the sample
was injected into the inlet. By leveraging centrifuge speeds
and amplification times, the LAMP amplicon was detected
with a sensitivity of 10 copies per sample (7 μL samples). In

one study, Rohrman et al. integrated RPA with LFT to detect
10 copies of HIV DNA samples in 15 minutes (Fig. 3A).200 The
amplicon was detected using LFT of single bacteria
detection201 (Fig. 3B). In general, the LAMP amplification
method has been employed more frequently than other
isothermal amplification methods to develop POC devices for
pathogen detection.44

6.2. Incorporation of the screen-printed electrode (SPE) in
various biosensor devices

Several platforms have been developed based on screen-
printed technology,202 which allows for POC diagnostic
application for pathogen detection and quantification. For
instance, screen-printed electrode (SPE) technologies are
widely used in POC devices to perform electrochemical
sensing modalities of DNA amplification products by inter-
chelating redox molecules with DNA amplicons35,202,203

(Fig. 4A). In a study by Safavieh et al., a microfluidic chip was
developed to detect and quantify E. coli bacteria with a LOD
of 38 CFU mL−1 within 35 minutes. In another effort, a
portable roll to roll cassette204,205 device was used to detect
and quantify pathogens, E. coli and S.aureus,206,207 with a
sensitivity of 30 CFU mL−1 and 200 CFU mL−1, respectively. In
a closely similar study, Tolba et al. leveraged bacteriophage-
encoded peptidoglycan hydrolases to capture and detect
Listeria on a gold SPE based on EIS. The LOD was recorded
to be 1.1 × 104 and 105 CFU mL−1 in bacteria samples of pure

Fig. 3 Lateral flow test for nucleic acid amplification. (A) Lateral flow test strip for detection of the recombinase polymerase amplification
product. (a) This consists of a base layer, an acetate layer to isolate different regions, and two pads to apply the master mix and magnesium acetate.
The sample was added to the master mix-pad and, after amplification, was detected with a lateral flow strip. (b) Image of the integrated RPA paper
chip. (B) Integrated LAMP and LFT in sliding chambers. (a) LAMP reagents were loaded into the reaction chamber by pressing the releasing reservoir
with a finger and (b) the chamber slider to perform the LAMP reaction. (c) The chamber was sided into the detection region, and (d) the sample
was pushed to load the amplicon on lateral chromatography strips (LCS). Reproduced with permission from ref. 200 and ref. 201.
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culture and 2% spiked milk, respectively.208 In addition, the
SPE has been widely employed to detect toxins and antigens
from pathogens.209 Viruses have also been detected using
SPE-based electrical sensing techniques. For example, anti-
gp-120 was immobilized on the surface of a paper microchip,
and 108 copies mL−1 of HIV was detected with an impedance
magnitude of 1 kHz frequency210 (Fig. 4B).

A glucose meter is another primary device that can detect
microbial pathogens. The low-cost and disposable SPE and
rapid electrochemical sensing modality make the glucose
meter an appealing technology as a POC diagnostic device.
The principle of this device is based on the functionalization
of antibodies with invertases. These antibodies are conjugated
with the pathogens and then dispersed in a sucrose solution.
The hydrolysis of sucrose by invertase releases glucose into the
solution. This is found to be proportional to the concentration
of the pathogens and can be monitored by a glucose
meter212,213 (Fig. 4C). A glucose meter detects various
microbial pathogens like Salmonella enterica spiked in milk
with a LOD of 10 CFU mL−211. With a similar approach, E. coli
in a potable water sample is detected with a lactose substrate,
achieving a LOD of 2 × 107 CFU mL−1. E. coli bacteria produce
β-galactosidase that transforms lactose into glucose, which is
detected by the glucose meter.

6.3. Utilization of smartphones

With the advancements in technology, smartphones can now
be integrated with various sensing modalities and can be
easily implemented in pathogen detection. Smartphones can
record sensing patterns of optical, fluorescence, colorimetric,
and electrochemical/electrical techniques to detect bio-
analytes214 using their features like high-resolution cameras,
facile video documenting systems, and integrated
applications with portable electrochemical transducers.
Various POC platforms based on smartphones for pathogen
detection and their analytical performances are summarised
in Table 4.

Shafiee et al. detected E. coli bacteria conjugated with
AuNPs on a paper chip using a smartphone (Fig. 5A).226

Techniques like Mie scattering have also been used to detect
bacteria in real beef samples217 (Fig. 5B). In another study, a
valveless microfluidic device was fabricated via the hot
embossing method to detect genes of stx2 and eaeA from E.
coli and mecA and vicK of S. aureus by using optical
fluorescence techniques (Fig. 5C).220 Rodriguez-Manzano
et al.219 have developed a single-molecule detection method
using LAMP and colorimetric dye, hydroxy naphthol blue
(HNB). A sample consisting of HCV nucleic acid was

Fig. 4 Pathogen detection on screen-printed electrode chips. (A) Detection of a real-time LAMP-amplicon on a carbon SPE chip using ruthenium
hexamine redox. (a) SWV for detection of the LAMP product in (i) the absence and (ii) the presence of a double-stranded DNA amplicon. (b)
Schematic of electrochemical sensing modality for LAMP amplicon detection using ruthenium hexamine redox. (c) Image of the carbon screen-
printed electrode. (B) (a) Graphene modified silver electrode paper microchip for detection of HIV-1 virus. (b) Anti gp-120 was immobilized on the
surface of the paper chip. (c) HIV-1 viruses were captured on the chip. (d) The virus was lysed, and the nano-lysate was measured to detect the
virus using impedance spectroscopy. (C) Salmonella bacteria detection using a glucose meter. Antibody conjugated with magnetic beads was used
to capture Salmonella in the milk sample. Then it was separated by a magnet. The sample was conjugated with invertase and dispersed in sucrose.
The conjugated antibody–bacteria invertase complex hydrolyses sucrose into glucose, which can be monitored by a glucose meter. Reproduced
with permission from ref. 210 and ref. 211.
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Table 4 Portable POC diagnostic devices integrated with smartphones for pathogen detection

Sensing modality Bio-analyte
Limit of
detection Detection range Ref.

Fluorescence microscopy HCV Single copy virus NA 215
Fluorescence microscopy E.coli/salmonella 101 CFU ml−1 E. coli

102 CFU ml−1 Salmonella
101–108/102–107 CFU mL−1 215

Fluorescence microscopy with qubit dye Salmonella typhimurium 103 CFU ml−1 NA 216
Mie scattering E. coli 101 CFU ml−1 101–108 CFU ml−1 217
Bright field microscopy P. falciparum/sickle cell >1.2 um NA 218
Colorimetric lens less HCV Single copy of virus NA 219
Fluorescent optical detection E. coli, S. aureus 10 fg DNA NA 220
Fluorescence microscopy HSV-1 and HSV-2 >99% NA 221
Microfluidic LAMP analysis E. coli, V. parahaemolyticus,

S. typhimurium
101 copies μL−1 NA 222

LAMP assay E. canis, H. canis 10−6 dilution limit NA 223
smaRT-LAMP analysis and qPCR Salmonella Typhimurium,

S. enteritidis, Escherichia coli,
Yersinia pseudotuberculosis,
Klebsiella pneumoniae,
Pseudomonas aeruginosa,
S. aureus, S. pneumoniae

≤10 CFU mL−1 5 × 103–1 × 105 CFU ml−1

(2–40 CFU per reaction)
224

Darkfield imaging E. coli B strain and T2 bacteriophage 8 × 104 (CFU) per microdevice NA 225

Fig. 5 Smartphone-based POC platforms for pathogen detection. (A) Paper chip for detection of E. coli with a gold nanoparticle conjugated
recognition element. (B) Detection of E. coli in a meat sample utilizing Mie scattering with a smartphone. (C) Microfluidic chip for nucleic acid
detection using LAMP and optical sensing modality. (D) SlipChip platform integrated with a cell phone to detect single HCV RNA with no additional
lenses. (E) Portable impedance meter for the detection of bacteria. (a and b) Image of a microchip where the sample is injected into the chip using
a syringe. (c) A communication sensing platform that transfers signals into the smartphone. (d) Schematic of wireless sensing. (e) Schematic of the
microfluidic chip configuration. The sample was injected at the bottom, and bacteria filtered on the top of the interdigitated electrode for EIS
detection. Reproduced with permission from ref. 217, 219 and 220.
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compartmentalized in each reservoir of SlipChip.227 After
amplifying each well, the positive results were recorded and
monitored using an unmodified cell phone camera
(Fig. 5D and E). In another effort, Berg et al.221 developed a
96 well plate ELISA reader using an LED array. The light was
then collected using an optical fibre to monitor HIV-1 and
HSV-2 viruses with 99.4% and 99.4% accuracy, respectively.
Electrochemical sensing modality, thus, has been widely
integrated with smartphones. These strategies are highly
applied in many clinical diagnostic applications and pave a
path towards more modernistic and unique POC devices.

7. Conclusions and future trends

In recent years research development in POC diagnostic
platforms has shown many advantages in their
miniaturization process, nanotechnologies involved,
genomics and proteomics studied, and microfluidics used. In
addition, POC platforms possess simple test procedures,
demonstrate fast analysis time, are readily available for
everyone, do not require skilled professionals or high-end
instruments, are inexpensive, and require a low sample
volume and fewer reagents. POC diagnostics can be
performed easily in remote areas without any big investments
of laboratory facilities. Moreover, integrating nanotechnology
and nanomaterials with biosensors has revolutionized
diagnostic and therapeutic applications like microbe
detection. The application of novel NPs and NMs in
biosensors has resulted in an enhanced signal to noise ratio
and reduction in time taken for sensing compared to
conventional processes; therefore, it bears excellent potential
for POC testing devices.

Despite the booming advantages of POC diagnostic
devices, there are still a few challenges that need to be
addressed. The image-processing applications on biosensing
devices like optical sensors imply them to be facile. However,
they do not require an additional integrated appliance, which
leads to next-generation applications for affordable POC
diagnostic devices that can be monitored online. Under
further advanced and developed laboratories, researchers use
cloud-based biosensing analysis where data does not need to
be stored in an external device. Instead it is directly stored in
the cloud for easy accessibility. Therefore, on-spot detection
with POC analysis can become user-friendly if the diagnostic
results are readily available to the general public online.

Techniques like fluorescent detection that requires light
excitation sources can be replaced with colorimetric dyes
that do not require any light source for fluorescent
excitation. Also, electrochemical and electrical sensing
modalities can be integrated with smartphones by
designing amperometric, voltammetric, and EIS circuits.
However, in all these techniques, wire communication and
cloud-based analysis are mandatory and therefore limit
mobility. Instead, wireless signal analysis can be used
which instantaneously records data and reduces data
storage problems. Thus, data communication has opened

a new paradigm to develop personalized POC monitoring
devices to detect pathogens that cause most infectious
diseases.

To further improve such biosensing devices that can
detect bacteria, fungi, toxins, and viruses from food, water,
air, the following points need to be considered:

• More work needs to be done to improve the modified
matrix in biosensors that attach to bio-recognition molecules.

• Various conducting surfaces made of polymers and
conductive materials must be further analyzed to obtain
better outcome signals in POC devices.

• For advanced detection of toxins, more bacterial species
need to be explored so that they can act as biorecognition
molecules with better accuracy.

• More biosensors need to be explored and developed
such they can be used as on-site detection devices.

• The low LOD and wide range of detection limits make
biosensors a very appealing technology to detect various
pathogens.

• The biosensing prototypes discussed in previous
sections are extremely useful and promising to solve many
long-term health complications and environmental problems.

• With the increasing demands of market investment in
research and development, researchers will lead to a
successful path to make POC devices faster, simpler, and
cheaper for the benefit of the people and society.
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