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Infections caused by bacteria and fungi are a substantial healthcare burden worldwide, leading to great

socioeconomic impacts. Current treatments using antibiotics are facing challenges arising from

antimicrobial resistance and new drug deficiency. Recent advances in photo/sonotherapy provide novel

and efficient approaches to controlling infections, while the utilization of sensitive and rapid detection

methods enables early prevention of microbial infections, maximizing the chances of successful

treatment outcomes. Meanwhile, the development of nanotechnology provides an innovative strategy to

integrate the therapeutic and diagnostic modalities into one system, and overcome their inherent

physical or chemical drawbacks. In this review, the most updated strategies for controlling infection and

detecting bacteria and fungi are elaborated. As different nanomaterials have varied natures and

properties, the designing principles and action mechanism of representative nanotheranostic platforms

published within the last seven years are summarized and discussed. This review also highlights the

perspectives and relevant rational designs of nano-based theranostic platforms for infection control, and

addresses the potential bottlenecks in clinical translation.

1. Introduction

Since birth, even as early as the embryo, the human body is
constantly exposed to a wide variety of microbial cells that
interact with the host. While most microbes are considered
harmless, some of them can potentially result in life-
threatening events in people.1,2 From easily neglected chronic
infections to the most frequently diagnosed flu, septicemia,
pneumonia or peritonitis, diseases caused by pathogenic
microorganisms pose a serious threat to public health and
may lead to great socioeconomic impacts. There are mainly
three types of microbial infections: (1) bacterial, (2) fungal and
(3) virus infections. Out of the three, diseases induced by
bacteria and fungi are perhaps the most frequently occurring.
According to a recent study, the estimated number of deaths
caused by microbial infections in 2019 was approximately
13.7 million, of which 7.7 million were associated with bacteria,
making them the second leading cause of death after ischemic
heart disease.3 Following that, fungal infections have often

been overlooked. Every year, at least 150 million cases are
accounted for severe fungal infections and 1.5 million deaths
are reported.4 They have a high incident rate and mortality in
aged and immunocompromised individuals, in which the
Candida and Aspergillus species are the most common fungal
pathogens responsible for the majority of fungi-infected cases.5

Additionally, patients with severe COVID-19 infection also have
a high risk of fungal co-infections due to modern clinical
interventions (e.g., mechanical ventilation and application of
dexamethasone).6 Thus, bacterial and fungal infections with
high prevalence and economic setbacks have caused significant
healthcare burdens worldwide, and immediate actions need to
be taken to tackle these issues effectively.

Currently, use of antibiotics is the primary strategy for
controlling microbial infections. Yet, with the increasing con-
sumption and abuse of antibiotics, the antimicrobial resistance
(AMR) crisis has become an extremely urgent issue on a global
scale. In fact, the excessive use of antibiotics has contributed to
the development of antibiotic-resistant strains and accelerated
the emergence of superbugs.7 As such, with the rapid evolution
of multi-drug-resistant, extensively drug-resistant and pandrug-
resistant microorganisms, the discovery of new antimicrobial
agents and strategies is critical to providing effective clinical
infection management.

In response to these growing concerns, researchers are
exploring new bioactive natural or synthetic small molecules,
including antimicrobial peptides (AMPs), natural products and
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LpxC inhibitors, to expand the scope of potential drug
candidates.8 Alternatively, the development and employment
of antimicrobial adjuvants offer a new solution to the problem.
In present clinical practice, three classes of adjuvants have
been utilized: b-lactamase inhibitors, efflux pump inhibitors
and membrane permeabilizers. These adjuvants, alongside
antibiotics, work synergetically to reduce or reverse the resis-
tance by restoring the microbial sensitivity to antibiotics.9

Despite demonstrating some promising results,10 the advance-
ment of new drugs cannot keep pace with the rise of superbugs,
and relying on the adjuvants alone may not be sufficient to
address the challenges posed by AMR and its resulting crisis.
Recent advances in photo/sonotherapy like photodynamic ther-
apy (PDT), sonodynamic therapy (SDT) and photothermal ther-
apy (PTT) provide novel approaches to controlling infections by
producing reactive oxygen species (ROS) or heat to eradicate
pathogens and their drug-resistant strains. Yet, their efficiency
for clinical applications is still limited due to some physical
and chemical barriers. In addition to suppressing microbial
growth, monitoring pathogen activities may facilitate infection
management as well. Specifically, sensitive and rapid detection
of microbes enable early infection prevention, maximizing the
chances of successful treatment outcomes. Taken together,
the incorporation of both therapeutic and diagnostic (thera-
nostic) strategies may significantly improve treatment efficacy
by enhancing microbial targeting and monitoring abilities
during the treatment process while exhibiting potent antimi-
crobial effects.11 Therefore, innovative methods that possess
the above features may be crucial to achieving better treatment
performance.

Nanomaterials have been widely celebrated for their
potential in the biomedical field over the last few decades.
Depending on their unique physicochemical properties,
various nanomaterials with remarkable features can conveni-
ently serve as versatile theranostic agents or stimuli-
responsive nanosystems after surface modification and drug
encapsulation.12 Notably, some nanomaterials exhibiting inhi-
bitory activities per se against pathogenic microbes can facilely
inherit antimicrobial effects derived from small molecules or
metal ions and function as novel adjuvant carriers for deliver-
ing antibiotics, imaging moieties or microbe-targeting systems.
In addition, as multifunctional vehicles, they can assist in the
delivery of PDT/SDT/PTT sensitizers to designated lesions with-
out hindering their therapeutic performance. Ultimately, they
overcome the limitations of photo/sonotherapy by improving
the bioavailability and targeting specificity, significantly boost-
ing the efficacy of these strategies in infection control. More-
over, when administered in conjunction with antibiotics or
other antimicrobial agents, they can act as potent nanomedi-
cines to eliminate pathogens and their drug-resistant strains.
With rational design and appropriate modifications, nanome-
dicines can even interact with the host cells upon trigger
exposure and modulate the immuno-responses to manage
infection.13 Collectively, nanomaterials as specific, traceable
and highly efficient multipurpose platforms for microbial
eradication may shed new light on constructing innovative

theranostic nanomedicines to combat hard-to-treat infections
and the current AMR crisis.14

This review aims to share an updated overview of the current
strategies for controlling infection and detecting microbes,
especially bacteria and fungi. We present a comprehensive
summary of theranostic nanoplatforms developed from differ-
ent nanomaterials published within the last seven years, and
elaborate on the underlying principles behind the design/
synthesis rationales of each nanomedicine (Scheme 1). Notably,
we explore how they can be utilized for eradicating microbes,
discriminating/labeling pathogens and imaging cells. The
future prospects of nano-based theranostic platforms in clinical
translation are also included to promote more explorations,
solutions and actions in reducing the global health burdens.

2. Current strategies for controlling
infections and detecting microbes
2.1. Effects and mechanisms of antimicrobial therapies

2.1.1. Chemotherapy. Antimicrobial chemotherapy refers
to the utilization of natural or synthetic small molecules, such
as antibiotics, to manage the growth of various pathogenic
microbes. Generally, its mechanisms of action involve (i) inhi-
biting the synthesis of cell walls/nucleic acids, (ii) disrupting
cell membrane integrity, (iii) generating oxidative stress and (iv)
perturbing metabolism through interrupting enzyme/protein
activity.15

Antibiotics, including both natural and synthesized types,
have been considered one of the most important antimicrobial
chemotherapeutic agents in the global market since their first
discovery in the 1920s. Despite the increasing demands for

Scheme 1 Illustrative scheme of various nanomaterials utilized as ther-
anostic agents for infection control or management with representative
action mechanisms of pathogen eradication and detection.
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antibiotics, the emergence of AMR has outpaced the develop-
ment of new drugs. Meanwhile, natural antimicrobials, espe-
cially phytochemicals, are usually derived from the defense
systems of plants to tackle the invasion of different microor-
ganisms. The compounds, like phenolic acids, flavonoids,
saponins, anthraquinones, alkaloids, and essential oils, have
demonstrated antibacterial, antifungal and antiviral effects to
some extent.16 For example, berberine, an isoquinoline alkaloid
extracted from multiple medicinal plants (e.g., Coptis chinensis
and Phellodendron chinense), possesses a potent and broad
spectrum of antimicrobial activities by damaging the cell
membranes and inhibiting protein synthesis.17 However, the
application of these compounds is limited due to low water
solubility and bioavailability, as well as high cytotoxicity, which
ultimately affects their resultant antimicrobial efficiency.

Apart from the aforementioned pharmaceutical antimicro-
bials, many metal ions (e.g., Ag+, Au+, Ca2+, Mg2+, Zn2+, Ni2+,
Cu2+ and Bi3+) also exhibit potent inhibitory effects on different
microbes. Specifically, these ions exhibit a natural affinity for
certain cellular components/proteins, which can affect the
activity of enzymes and disturb the metabolic process in
microbes.18 As such, some of the metal salts or organo-
metallic compounds have been utilized as antimicrobial agents
or antimicrobial adjuvants for enhanced therapeutic effects.
For instance, bismuth salts have demonstrated high efficacy in
treating gastrointestinal diseases associated with the Gram-
negative (G�) pathogen Helicobacter pylori for over three
centuries.19 The ions present in treatment can inhibit pro-
tein/ATP synthesis while disrupting the membrane function.
Lately, some studies have shown that bismuth exhibits promis-
ing antibacterial and antiviral effects on the keystone period-
ontopathogen Porphyromonas gingivalis20,21 and SARS-CoV-2.22

Besides being a promising candidate for antimicrobial agents,
metal ions can also reduce the development of AMR and restore
the sensitivity of microbes to the antibiotics when co-
administered,18 suggesting that different chemotherapeutic
agents applied in combination could greatly enhance the treat-
ment outcomes.

Currently, many challenges still need to be addressed in
order to balance the efficacy of antimicrobial chemotherapeutic
agents and their toxicity/side effects on patients. Thereby, it
is highly warranted to develop new administration forms of
the antimicrobial agents (i.e., nanomedicines) or therapeutic
approaches, like photo/sonodynamic- and immuno-therapies,
to tackle the emerging AMR crisis and overcome the issues of
improving pharmaceutical performance and reducing cytotoxi-
city related to the conventional treatments.

2.1.2. Photo/sonodynamic therapy. Light and sound, the
two essential forms of energy, are being utilized in PDT and
SDT for non-invasive antibiotic-independent therapeutic mod-
alities in tackling microbial infections. Adopting a similar
action mode, PDT and SDT have garnered much interest
due to their ability to rapidly eliminate a wide range of
microbes and their antibiotic-resistant strains (Fig. 1A).23–25

Generally, three key components are required to ensure appro-
priate functionality of PDT/SDT: (i) a non-toxic dye known as a

photosensitizer (PS)/sonosensitizer (SS), (ii) exposure to light/
ultrasound at a specific wavelength and (iii) the presence of
oxygen molecules. Specifically, the electrons absorbed by the
sensitizers upon irradiation undergo a transition to a higher
energy triplet state and react with biomolecules in Type I and II
pathways, leading to the generation of radicals/reactive oxygen
species (ROS) and singlet oxygen (1O2) through energy transfer,
respectively (Fig. 1B). Meanwhile, the type of radical generated
can also be modulated since the ratio between the Type I and
Type II pathways mainly depends on the microenvironment
and the type of sensitizer used.26

When designing PDT for the management of a localized
infection, it is essential to take the following factors of photo-
sensitizers into account, including (i) the specificity toward the
microbes and host tissues, (ii) potential toxicity in the absence
of light, (iii) delivery efficiency of light to the infected region
and (iv) photochemical reactivity. According to the structures,
the commonly used PS can be classified into phenothiazinium
(e.g., methylene blue, toluidine blue, and Rose Bengal), natural
compounds (e.g., curcumin and hypericin), tetra-pyrrole (e.g.,
porphyrin and phthalocyanine) and nanomaterials (e.g., full-
erenes and titanium dioxide).24,27 Currently, all these four types
of PS are reported and applied for PDT-related infection
control.28–30 It is noted that cationic PSs are preferred over
anionic PSs to tackle bacteria because the negatively charged

Fig. 1 (A) Simplified mechanism of PDT and SDT. Reprinted with permis-
sion from ref. 25. Copyright 2022, Wiley-VCH. (B) Schematic Jablonski’s
diagram showing the energy transfer and mechanism of action of Type I
and Type II pathways in PDT. Reproduced with permission from ref. 26.
Copyright 2016, MDPI.
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surface of bacterial cells can more readily take up the PS with
positively charged functional groups.24 Nevertheless, the selec-
tivity of PSs can simultaneously be affected by both the cellular
environment and the complex biological matrix present in vivo,
and the permeability of the external light sources is still
limited. Thus, introducing an alternative energy source without
being perturbed by the local environment and developing long-
wavelength light-responsive PSs are essential to address the
limitations.

Referring to SDT, although its exact mechanism has not
yet been fully revealed, it is commonly recognized that SS
and ultrasound play an essential role in the successful genera-
tion of ROS. Similar to PDT, SDT can employ the same photo-
sensitizing organic molecules and inorganic nanoparticles
upon ultrasound exposure. In addition, ultrasound-responsive
inorganic nanomaterials, especially metallic oxide nano-
particles composed of zinc oxide or titanium dioxide, exhibit
excellent efficacy for eradicating microbes.31 In comparison to
light, ultrasound offers significant advantages in terms of
tissue penetration and phototoxicity reduction. Particularly,
SDT can treat deep-seated lesions beyond the reach of light
via targeted delivery and accumulation of SS. Moreover, ultra-
sound per se can cause cavitation, sonoporation and thermal
effects, enabling further enhancement of the antimicrobial
efficiency alongside the ROS produced by SS. In fact, the
mechanical force from cavitations can physically damage the
outer layer of microbes, while the resulting microstreams and
shockwaves can disrupt the biofilm structures.32 Regarding the
effects of sonoporation, drugs or SS can be easily transferred
and accumulated in the microbial cells through the formation
of small pores in cell membranes, consequently improving the
treatment efficiency.33

In spite of demonstrating promising results in treating
cancer and controlling infection, PDT and SDT as novel ther-
apeutic strategies still require further adjustments before they
can be implemented for clinical practice. Importantly, the
generation of ROS in specific areas depends on the oxygen
levels in the microenvironment for both therapies. As the
functions of these therapies are restrained in the hypoxic
microenvironment, they may consequently demonstrate little
effect on anaerobic pathogens. Additionally, the treatment
efficiency of PDT and SDT depends on the amount and dis-
tribution of sensitizers accumulated in lesioned regions. Thus,
maintaining oxygen levels and increasing the targeting of
sensitizers in microbe-infected areas still remain the major
objectives in the current PDT/SDT research field.

Recently, PDT and SDT incorporating nano-based appro-
aches have shown great potential in practical usage. As the
therapeutic performance is governed by the local distribution
and accumulation of sensitizers, photosensitizing nanocar-
riers, like up-conversion nanoparticles conjugated with a PS,
have the capability to absorb infrared light and emit visible
light, allowing deep tissue penetration of external light and
effectively triggering the production of ROS. In the meantime,
targeting ligand-conjugated carriers can readily improve the
safety and efficacy of PSs by lowering their toxicity and

enhancing their specificity.34 Regarding the deficiency under
hypoxic conditions, nanocomplexes combined with PSs can
tackle the hurdles in deep tissues by encapsulating oxygen
donors induced by a near-infrared (NIR) two-photon laser.35

Likewise, nanoenzymic systems adjoining SS can coordinately
relieve local hypoxia and promote angiogenesis to enhance
SDT efficiency.36 Notably, these nanosystems can be optimized
through various modifications, including surface charge,34

antibodies37 and molecules capable of binding to microbial
membrane structures,38 thereby increasing the accumulation of
sensitizers in microbial cells or biofilms. Compared to free
sensitizers, nano-based approaches have been adopted to assist
PDT/SDT for better therapeutic outcomes. Based on the positive
outcomes in pre-clinical studies, it is highly feasible to use PDT
for treating infections in easily accessible body cavities (e.g., the
ear, mouth and nasal cavity), as well as wound infections near
surfaces like cornea and skin, whereas SDT is more appropriate
for curing the deep-seated infected areas.

2.1.3. Photothermal therapy. Similar to PDT, PTT is a light-
activated, photosensitizer-based therapy that constitutes an
important part of antibiotic-independent strategies for control-
ling infection and managing AMR, while the lethal factor
involved in PTT is hyperthermia. In comparison to photo/
sonodynamic treatments, PTT is capable of functioning regard-
less of the oxygen level, making it a suitable therapeutic
candidate in hypoxic environments. Precisely, light acts on
photothermal agents (PTA) to convert light energy into heat
for deactivating microbial nucleic acids and proteins, simulta-
neously stimulating acute inflammation in the environment
and activating the host immune defense against infections.39,40

As a core component of PTT, PTA, either in the form of
organic or inorganic materials, has made significant contribu-
tions to the advancement of PTT in preclinical studies. For
organic PTA, a variety of organic dyes (e.g., cyanines, diketo-
pyrrolopyrroles, croconaine and porphyrins) and some poly-
meric nanoparticles, as well as carbon-based materials (e.g.,
carbon nanotubes, graphene oxide and carbon dots), can gen-
erate heat in response to the long-wavelength light irradiation
and work as theranostic agents after modifications.41 Regard-
ing inorganic PTA, several types of nanomaterials have been
developed to convert light to heat in a highly efficient manner,
including noble metal nanomaterials (e.g., Au, Ag and Pt) and
metal oxide/sulfide nanoparticles (e.g., Fe3O4, CuS, MoS2, MoOx

and WS2).42 As a result, by incorporating microbial targeting
molecules/modifications with these nanomaterials, PTT as an
innovative approach can be incorporated into thermal-
responsive smart delivery systems and avoid non-specific ther-
mal damage to host tissues.43 Importantly, an improved ther-
apeutic with exceptional antimicrobial effects can be attained
by integrating PTT with PDT, SDT or antimicrobial chemother-
apy approaches.40

2.1.4. Immunotherapy. Immunotherapy is a type of ther-
apeutic approach that employs the host defense system to
combat various types of diseases.44 In brief, the treatment takes
advantage of pattern recognition receptors (PRRs), such as toll-
like receptors (TLRs), found in host cells to activate the related
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signaling pathways and initiate the inflammatory responses by
expressing the pro-inflammatory cytokines. Furthermore, this
approach is also responsible for activating the microbicidal
mechanism of phagocytic cells and coordinately producing
AMPs and toxic oxidants (e.g., reactive nitrogen species and
ROS) to eliminate pathogenic intruders.45

To date, numerous immunomodulating TLR agonists have
been reported for their efficiency in clearing bacterial infections
by activating various TLRs.46,47 For example, studies have
shown that the employment of MPLA, a TLR4 agonist,
can substantially improve the survival rates of mice infected
with Staphylococcus epidermidis, Escherichia coli, Moraxella
catarrhalis or Haemophilus influenzae.48,49 Meanwhile, co-
administrations of TLR agonists with antibiotics may generate
synergetic effects.13 Although innate immunomodulators are
effective in infection control, their therapeutic performances
can be further improved by maintaining their bioactivity via
prolonging circulation, escaping phagocytosis by immune cells
and increasing biocompatibility in body fluids.

Apart from immunomodulators, AMPs, a class of peptides
with diverse sequences and structures, offer several key advan-
tages over antibiotics due to high potency, ability to tackle a
broad spectrum of microbes, multiple modes of action and
low risk of AMR development.50–53 These peptides, particularly
the ones with cationic or anionic charges, can disturb the
membrane of bacteria, interrupt the enzyme activity, or interact
with their intracellular components, causing apoptosis or
necrosis through various models, depending on the bacterial
strains.54 Nonetheless, AMPs as therapeutic agents may be
restricted due to their instability in physiological salt concen-
trations, susceptibility to protease degradation, hemolytic activ-
ity, inconsistency in their impacts on bacterial membranes and
toxicity to mammalian cells.55 Meanwhile, developing an ideal
peptide can be expensive and time-consuming, and often has a
low success rate.

Taken together, additional assistance of novel techniques,
such as incorporating multifunctional nano-based systems,56

may be crucial to enhancing the efficiency of immunotherapy
and improving therapeutic performances, which will be further
discussed in the following sections.

2.1.5. Combined therapy. As different antimicrobial drugs
or approaches have their own drawbacks, combined therapy
has been frequently employed in order to overcome these
shortcomings and maximize treatment outcomes by obtaining
synergetic effects. In a typical manner, combined therapy
involves the incorporation of two or more antimicrobial agents
or therapeutic approaches, which in turn helps increase the
sensitivity of microbes to the treatments, reduce or reverse the
antibiotic resistance and enhance treatment efficiency. Based
on the design concepts, nanoparticle-derived delivery systems
integrated with multiple antimicrobial agents or sensitizers are
considered ideal candidates to work jointly for effectively
combating a variety of microbe-induced infections.

It has been observed that there is a growing trend of
combining chemotherapy with photo/sonotheray to achieve
synergetic effects in tackling the current AMR crisis. When

applied collectively, these approaches can generate different
yet complementary antimicrobial mechanisms of action,
working as multiple lines of the defense system against noxious
microbes. Notably, PTT is frequently utilized with chemother-
apy or other ROS-involved methods in combined therapy, as the
heat generated could improve the permeability of the microbial
membranes and accelerate the intracellular accumulation of
the chemotherapeutic agents or ROS. Simultaneously, the
interdependent combination allows reduced dosage of antimi-
crobial agents and laser density for PDT/SDT, thereby dimin-
ishing potential tissue injury and adverse side effects.39 As a
result, some inorganic PTA nanomaterials, such as gold
nanoparticles57 and platinum nanoparticles,58 are synthesized
and further surface-modified with antibiotics for controlling
drug-resistant bacteria or fungi. Moreover, some metal ions,
acting as antimicrobial agents or antimicrobial adjuvants, can
be constructed into porous materials like metal–organic frame-
works (MOFs) to combat microbes in synergy with encapsulated
antibiotics.59

Since nanomaterials fabricated from various reagents are
able to result in diverse properties, their utilization in the
combined therapy can vary according to the designs and
incorporated compounds. Further details of synergetic effects
produced by all-in-one nanosystems in infection control are
discussed in Section 3.

2.2. Detection and diagnosis of microbes

Until now, the conventional method of inoculating microbial
cells on culture plates is still the gold standard for microbe
detection in the human body. However, the process of culturing
microbes on agar plates tends to be labor-intensive and time-
consuming, and the method may be susceptible to false nega-
tives due to its inability to accurately identify viable but non-
culturable pathogens. Particularly for in vivo studies, effective
detection of microbes is of great importance to improve the
specificity and the efficacy of the theranostic methods. This
section provides a brief overview of the most common
approaches for targeting microbes, specifically focusing on
strategies that are potentially compatible with the in vivo
nano-system for infection control.

2.2.1. Non-specific interactions for detecting microbial
cells. Bacteria can be classified into Gram-positive (G+) and
Gram-negative (G�) according to the composition of their cell
wall. Generally, G� bacteria possess a thin layer of peptidogly-
cans located beneath the outer membrane containing lipopo-
lysaccharides (LPS), phospholipids and lipoproteins, whereas
G+ bacteria without the outer membrane have a relatively
thicker layer of peptidoglycan.60 Since the cell walls in these
two types of bacteria are composed of peptidoglycan, which has
a net negative charge on the surface of the bacterial membrane,
various cationic probes have been designed and synthesized to
enhance probe–microbe interactions.61 Previously, Li et al.
introduced the development of a cationic PS named 4TPA-BQ,
which exhibits aggregation-induced emission (AIE) features for
targeting both G+ and G� bacteria such as S. epidermidis and
E. coli, respectively. In particular, the PS was found to be highly
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effective against ampicillin-resistant E. coli during in vivo
experiments, killing the bacteria within 15 min while demon-
strating good biocompatibility.62 In another study conducted
by Shi et al., they presented a series of AIE-based cationic
imidazolium compounds that are capable of binding to bac-
teria via electrostatic and hydrophobic interactions.63 As such,
the construction of a positively charged probing nanosystem
can be a practical approach to non-specifically interacting with
bacterial membranes via electrostatic force.

Nevertheless, the sole reliance on the charge of the cationic
probes for bacterial detection via non-specific electrostatic inter-
action makes it almost impossible to discriminate different
bacterial species. Additionally, when used for antimicrobial
photodynamic therapy, the non-specificity of the electrostatic-
based method may also impose toxicity to mammalian cells and
cannot be degraded by the cells even over extended periods of
incubation. For example, the time-dependent fluorescence study
reported by Li and colleagues showed that a small amount of
cationic AIEgen 4TPA-BQ could still be found in normal cells after
8 h incubation by giving a weak orange fluorescence.62 Further-
more, the non-specific electrostatic forces may also be disrupted
by the presence of other biomolecules and a complicated in vivo
environment at the physiological salt concentration. Therefore,
the utilization of a more specific and selective method, together
with fast clearance in the host cells, may also need to be taken
into consideration when designing onsite fluorescence agents for
bacterial discrimination.

2.2.2. Specific detection of microbes. Various methods for
improving detecting and targeting specificities have been
employed to capture bacterial cells in a complicated biological
environment.64 Besides attaching to bacteria through electro-
static interactions, some probes have been strategically built to
form covalent bonds for more potent and selective bindings
with specific types of bacterial cells. Precisely, probes functio-
nalized with boronic acid and its derivatives generally have
higher specificity to bacteria by binding to the diol chain of 3-
deoxy-D-manno-oct-2-ulosonic acid, which is a component of
LPS in a reversible manner. Meanwhile, when being applied in
conjunction with other therapeutic agents, targeted antimicro-
bial treatment with fluorescence labeling can be achieved. For
example, when the acid is combined with PS, it has been found
that the PS also has the capability to effectively treat E. coli in both
planktonic and biofilm modes.65,66 In another study, Wulff-type
boronic acid-functionalized quantum dots developed by Ye and
co-workers can selectively target E. coli over a wide range of pH.67

Similarly, poly(amidoamine) (PAMAM), a chemically modified
dendrimer with five phenylboronic acid groups at the terminus,
demonstrates a promising ability to recognize G� bacteria.68

While most boronic acid-based probes have shown great potential
in targeting the LPS on the membrane surface of G� bacteria,
they can also be used for detecting G+ bacterial cells. Recently, a
dendrimer modified with phenylboronic acid alongside dipicoly-
lamine groups showed that the dendrimer possesses selectivity
toward S. aureus at different pH values.69

Antibodies, on the other hand, are among the most popular
recognition elements for microbe detection due to their high

specificity and affinity. To date, antibodies with potent activ-
ities against selected bacterial strains have been jointly utilized
with nanomaterials and developed into active immuno-
biosensors.70–72 For example, the anti-S. aureus polyclonal
antibody-modified poly(lactic-co-glycolic acid) (PLGA) nano-
particles with rifampicin loading could precisely eliminate
the G+ bacterium at its planktonic, sessile and intracellular
forms.72 Importantly, it has been observed that the bioactivity
and bio-recognizing specificity of the antibodies can still be
maintained even after conjugation. Despite showing promising
selectivity for microbes, antibodies generally suffer from low
stability and fast degradation in body fluids, and the complexity
of their manufacturing processes may pose significant difficul-
ties in finding a suitable nanomaterial for their joint use. As
such, another type of biomacromolecule with binding capacity,
named binding peptides, is emerging for interacting with the
components or receptors located at microbial cell membranes/
walls, and has been further applied as nanomaterial decoration
for microbial detection.73,74 Binding peptides with smaller sizes
than antibodies exhibit higher stability at diverse pH levels,75

while the peptide cyclization into the nanobody forms can
further improve their proteolytic stability.76

Similar to antibodies, aptamers not only have excellent
specificity and affinity to cellular targets but also possess key
advantages, including high stability, low cost and flexibility to
incorporate chemical modification for modulating the binding
affinity. The selection of deoxyribonucleic acid (DNA) aptamers
against bacterial cells can be achieved by an in vitro process
known as the systematic evolution of ligands by exponential
enrichment (SELEX).77 Previous studies have successfully iden-
tified aptamers that explicitly target Enterococcus faecalis,78 and
other selected aptamers could bind with the LPS of E. coli and
inhibit LPS-induced macrophage polarization.79 The use of
aptamers for the detection of pathogenic bacteria has been
reviewed by Li et al. and is further discussed in the cited
article.80

In recent years, bacteriophages (also known as phages),
which are viruses that only infect bacterial cells, have also been
employed as recognition elements for targeting bacteria in vivo
for super-antibacterial performance against specific strains of
bacteria, such as the multi-drug resistant Pseudomonas aerugi-
nosa.81 This phage-guided method is highly specific and can be
utilized with other novel theranostic strategy, such as
aggregation-induced emission-based PDT treatment, to enable
point-of-care diagnosis and significantly reduce the toxicity
issues that arise from the non-specific interaction of the PS
with the surrounding normal cells and biomolecules.82

3. Design principles and representative
nanomaterials
3.1. Carbonaceous nanomaterials

Carbonaceous nanomaterials, such as graphene/graphene
oxide (GO) derivatives, carbon nanotubes (CNTs), carbon dots
(CDs) and fluorenes, have been widely utilized owing to their
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antibacterial effectiveness in combating bacterial growth. Apart
from being efficient antimicrobial agents, many carbon-based
nanomaterials, besides CDs having inherent fluorescence, are
often utilized in conjunction with the aforementioned agents
like antibodies or fluorescent moieties for microbial detection
applications due to their high surface area and electroconduc-
tivity. As such, for theranostic purposes, they are mainly used
for their antimicrobial effects, whereas early detection of the
disease often plays a supportive role.

3.1.1. Graphene-based materials. Graphene-based materi-
als, including graphene, graphene oxide and their derivatives,
are thin sheets composed of sp2 carbon atoms. Their physio-
chemical properties (e.g., size, shape, quality, layer counts,
defect density and hydrophilicity/hydrophobicity) grant them
unique discriminating and antimicrobial activities when inter-
acting with a broad spectrum of microorganisms.83 While the
efficiency of inhibiting and eliminating microbial cells varies
depending on the in-built characteristics of the as-synthesized
nanomaterials, the graphitic layers, in general, can impair
bacterial cells by mechanically seesawing the lipid membrane
through oscillation or generating ROS to induce oxidative stress
in living systems. Nevertheless, given that the antimicrobial
and labeling abilities of the material itself may be minimal,
further modifications for more versatile functions are necessary
to achieve better theranostic performance. Favorably, these
sheets exhibiting excellent electrical/mechanical properties
often flourish with oxygen-containing functional groups (e.g.,
carbonyl, carboxyl and epoxy), which may allow additional
surface functionalization by forming either covalent or non-
covalent bonds with compounds demonstrating antimicrobial
or fluorescent activities. Moreover, when graphene and its
derivatives are combined with metal ions as well as their
nanoforms, they may confer the ability to completely inhibit/
eliminate the growth of bacteria in both planktonic and biofilm
modes.84 Previously, graphene oxide nanocomposites with
lanthanum hydroxide (La@GO) designed by Zheng and collea-
gues have offered an alternative solution to prevent the emer-
gence of secondary resistance bacteria (Fig. 2A and B).85 The
amalgamated nanoplatform could synergetically attack all
resistant strains of the bacteria selected by disrupting the
components at the bacterial cell membrane, and its long-time
exposure to E. coli could effectively stop the evolution of
secondary resistance compared with conventional treatments.
Another study done by Parandhaman et al. synthesized gra-
phene and silver nanocomposites with AMP functionalization
(GAAP) to combat S. aureus-induced skin infections in mice
(Fig. 2C).86 Indeed, the graphene displaying good biocompat-
ibility and aqueous dispersibility gives an ideal platform for the
conjugation of the metal nanoparticles and AMP, overcoming
the limitations of these supporting materials and enhancing
the overall outcomes in joint treatments. These all-in-one
graphene-based nanoplatforms enable effective bactericidal
effects upon contact with the noxious pathogen and acquire
multiple mechanisms to eradicate bacteria and their resulting
biofilms without compromising the original biocompatibility
of the nanomaterials.

Concerning their antifungal properties, graphene and gra-
phene oxides have demonstrated promising results as fungal
inhibitors. They work by interfering with the metabolic pro-
cesses of fungi, leading to lower production of several impor-
tant enzymes essential for the survival of fungal cells.
Nevertheless, their efficacy and mode of action can vary
depending on the fungi species and may be influenced by
physiological and genetic variations within the same fungal
population. For instance, a study conducted by Nguyen et al.
discovered that both graphene and graphene oxides could
inhibit the growth of Aspergillus species by inducing oxidative
stress and increasing the sensitivity of both species. Interest-
ingly, their effects varied on the subspecies level, with graphene
oxides proving more effective at increasing the sensitivity of A.
niger, while graphene showed greater efficacy against A. fla-
vus.87 Taken together, the graphene-based nanosystem with
high specificity may also be an invaluable tool for effectively
controlling fungal-induced infections.

Additional efforts have been made to adopt graphene-based
nanomaterials for detecting the presence of microbes in diag-
nostic applications. As graphene-based nanomaterials do not
exhibit fluorescence themselves, they usually require the assis-
tance of fluorescent dyes or antibodies to indicate their location
upon contact with microbes.88,89 A previous work carried out by
Shen and colleagues added AIE-active luminogens (AIEgens) to
GO to develop a highly sensitive complex that could identify
and classify six different microbes, namely Saccharomyces cer-
evisiae, C. albicans, E. coli, P. aeruginosa, S. aureus and Bacillus
subtilis via competitive interactions.90 The luminogens offer a
wide range of probe selections, while GO could serve as a
fluorescence quencher and a platform to assist the adhesion
of biomolecules. Consequentially, the AIEgens and GO in
combination could conveniently minimize the background
noise from the luminescent agents and improve the microbial
discrimination accuracy by producing different fluorescence
intensities distinguishable from the naked eye upon the intro-
duction of various microbial lysates, making them pioneering
monitoring agents for differentiating complex bioanalysts.
Thereby, graphene and its derivatives have often served as the
initial building blocks before being further modified with other
functional agents for multipurpose biomedical applications.91

3.1.2. Fullerenes. Fullerenes are a different type of mole-
cular structure consisting of hollow sp2 carbon clusters. These
structures are identified by the notation Cn, in which n
indicates the number of carbon atoms present (e.g., buckmin-
sterfullerene, C60). Additional functionalization can modulate
the solubility of fullerenes according to the type of aqueous
medium and enhance their performance in controlling micro-
bial growth through multiple mechanisms. Particularly, owing
to their distinct structural orientation, these molecules can
easily bind to bacteria via electrostatic interactions, and their
high surface hydrophobicity enables them to effortlessly inter-
act with the lipophilic domain of the microbial membrane.
Formerly, a non-cytotoxicity amine-modified C70, synthesized
using ethylenediamine, has been effective in killing super-
bacteria like multidrug-resistant (MDR) E. coli and S. aureus.92
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The C70 fullerene itself displayed hydrophobic properties,
enabling it to form strong interactions with the bacteria and
trigger cytoplasmic leakages, ultimately leading to bacterial cell
death. Additionally, the subsequent in vivo experiments demon-
strated that the amine-modified fullerenes could treat the area
affected by bacterial infection and sequentially facilitate the
wound healing process by modulating the immune response by
promoting the secretion of growth factors. While fullerenes can
physically eradicate bacteria by direct contact, they can also
function as photosensitizers to generate ROS upon light
exposure.93,94 At high concentrations, fullerenes can increase
the uptake of O2 alongside H2O2 conversion, thereby impeding
the respiratory chain and leading to lipid peroxidation and
degradation of the bacterial cell membranes. Zhang and col-
leagues conducted a study on a hydrogel system that utilized
self-assembled amphiphilic small peptides non-covalently
linked to fullerene with PDT to eliminate MRSA.95 The

fullerene-derived nanoparticles showed improved mechanical
properties of the peptides on hydrogels and had synergetic
effects on the survival of MRSA both in vitro and in vivo.

When it comes to microbial detection, they are often con-
jugated with other materials, such as modified fluorescent
polymers and carbon nanotubes, to accelerate the electron
transfer rate and enhance the detection limits.96 For instance,
Chen and coworkers synthesized a universal amperometric
DNA biosensor with C60 that could detect Mycobacterium tuber-
culosis with high sensitivity.96 Mainly, as the successful employ-
ment of electrochemical DNA biosensors using an enzyme-
assisted amplification strategy for detecting a specific DNA
sequence needs both capture and assistant probes, gold
nanoparticle-decorated fullerene together with polyaniline-
conjugated carbon nanotubes displaying large surface area
and high conductivity can aid the transfer of electrons and
amplify multiple electrochemical signals. The same group

Fig. 2 (A) Illustrative scheme showing that La@GO is capable of disrupting the components on the cell membrane by utilizing the extracellular
multitarget invasion mechanism. (B) The La@GO can effectively prevent the evolution of secondary resistance. Reprinted with permission from ref. 85.
Copyright 2019, American Chemical Society. (C) Rational design and application of the synthesized GAAP as a biofilm-disturbing agent in bacterial skin
infection. Reproduced with permission from ref. 86. Copyright 2021, American Chemical Society. (D) PIN qPCR with primer-CNT composites (cPIN
qPCR). Reprinted with permission from ref. 108. Copyright 2017, Elsevier B.V.
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further synthesized a C60 nanoparticle (C60NP)-based diagnos-
tic sandwich-like aptasensor and explored the effects of its
binding ability towards M. tuberculosis antigen MPT64.97 Spe-
cifically, the C60NP nanosystem, consisting of nitrogen-doped
carbon nanotubes, GO, aptamers and gold nanoparticles, exhi-
bits exceptional redox activity, conductivity and stability and
can accurately label the MPT64 antigen with the assistance of
metal–organic frameworks, further boosting the analytical cap-
abilities of the aptasensor. Together as an early diagnostic tool,
they can provide an innovative method to effectively monitor
the pathogenesis of tuberculosis induced by M. tuberculosis.
Consequentially, as biocatalysts and nanocarriers, they hold
great potential in various biomedical applications, particularly
in the delivery of amino acids and drugs for effective antimi-
crobial therapeutic agents.98

3.1.3. Carbon nanotubes. Similar to fullerenes, carbon
nanotubes (CNTs) are also hollowed cylindrical skeletons
comprised of the same carbon sheets. Depending on the
thickness of the layer, they can be categorized as single-
walled (SWCNTs)99,100 or multi-walled (MWCNTs).101 Despite
belonging to the same CNT family, they undergo different
modification processes during their synthesis. Indeed, the
functionalization of SWCNTs leads to the sacrifice of multiple
CQC bonds to form vacancies in the nanotube structure,
subsequently altering the physiochemical properties of the
material, whereas the same setting can only affect the outer
wall of MWCNTs. In this regard, SWCNTs usually have a greater
capacity for loading than MWCTNs.102 While SWCNTs and
MWCNTs may behave differently after being functionalized,
both CNTs with/without additional surface tailoring can sup-
press the growth of microbes in both planktonic and biofilm
modes in a concentration-dependent manner, and share sev-
eral common key factors to determine their antimicrobial
performance, including length, dopants, functional groups,
suspension states and the stage of biofilm formation.103,104

For example, SWCNTs coated with mesoporous silica (mSiO2)
have been developed as an antibacterial nanoplatform to
deliver silver ions (SWCNTs@mSiO2-TSD@Ag).104 As discussed,
the SWCNTs with shorter lengths and diameters, acting like
‘‘needles’’, can enhance the CNT–microbe interactions, leading
to additional damage to the bacterial cell membrane.
Jointly with the metal dopants, the SWCNTs@mSiO2-TSD@Ag
nanosystem exhibits potent bactericidal effects on multi-drug-
resistant bacteria in vitro by disrupting the structural
skeleton of the bacterial cell membrane and releasing silver
ions. Meanwhile, MWCNTs ultrasonically anchored on thermo-
plastic polyurethane (TPU) electrospun nanofibers (TPU/
MWCNT) together with vancomycin (Van) as a TPU/Van-
MWCNT have shown improved antimicrobial performance
against S. aureus.105 The MWCNTs alone could eliminate both
G+ and G� bacteria, and when used in combination, the
conjunction with the antibiotic (TPU/Van-MWCNT) was found
to hinder the biosynthesis of the bacterial cell wall, peptidogly-
can and RNA. Specifically, the nanoplatform demonstrates a
2-fold reduction in its effective concentration to inhibit the
growth of the bacterial cells while preventing their adhesion

within 24 h, making it a promising material for wound dressing
applications.

Regarding the use of CNTs as a supplementary fungicide,
they have been explored for enhancing the overall antimycotic
activities equivalent to the materials designed for antibacterial
applications. In one study by Mohamed and co-workers, the
MWCNTs with amino groups deposited on chitosan derivatives
have been more effective in limiting the growth of fungal
species, such as A. niger, Cryptococcus neoformans and
C. tropicalis, compared to chitosan and AmB alone.106 The
presence of MWCNTs could reduce the self-aggregation ten-
dency of chitosan through multiple electrostatic interactions,
thus creating a larger contact area between the nanocomposite
and the microorganism cell wall. These studies highlight the
potential of CNTs as a valuable tool in customizing nanomater-
ials with enhanced antimicrobial properties and offer new
solutions to applications in various fields.

In addition, when CNTs are used for diagnostic applications,
they may also assist materials like graphene to achieve better
electrochemical targeting performance. Singh et al. synthesized
a microfluidic chip comprised of sandwiched MWCNTs and GO
alongside the immobilized antibodies that could selectively
detect Salmonella typhimurium synergetically.107 Particularly,
the diminished conductivity of GO after reduction can be
addressed by employing CNTs. This integration could facilitate
the separation of GO sheets and decrease their overall resis-
tance, consequently causing an increase in the conductivity of
the resulting composite. Meanwhile, due to its large surface
area and embedded functional groups, the GO in the micro-
fluidic chip could contribute to the system by serving as a
carrier for transporting antibodies and other biomolecules.
Correspondingly, the CNTs wrapping around GO nanosheets
could improve the sensing ability and detection limits com-
pared to GO alone. On the other hand, CNTs are capable of
expanding the applications of a primer-incorporated network
(PIN), allowing the amplification of low detection signals while
reducing the unwanted non-specific byproducts through
enhanced immobilization of the primers with separate reaction
chambers. Previously, Jung’s group proposed a composite
utilizing SWCNTs to differentiate various pathogens for the
real-time polymerase chain reaction (qPCR) (Fig. 2D).108 The
SWCNT-based nanoplatform conjugated with specific primers
could efficiently amplify the signals for detecting pathogenic
DNAs, and the released companion primer could grant wide-
ranging bacterial DNA analysis. Collectively, these systems can
amplify the target gene effectively and precisely label for
bacteria by providing an easily adjustable system for quantify-
ing bacterial cells and identifying infectious diseases at an
early stage.

3.1.4. Carbon dots. Leaving aside the graphitic layers,
carbon dots (CDs), sometimes described as carbon nano-
particles or carbon/graphene quantum dots, are a class of
fluorescent spherical carbon-based nanomaterials with an aver-
age diameter of less than 10 nm.109–111 Owing to their afford-
ability, easy preparation, environmental friendliness, excellent
optical properties, high functionality, good biocompatibility
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and low cytotoxicity, they have been widely utilized in numer-
ous biomedical fields, including detection,112 diagnostic,113

antibacterial,114 antifungal115 and antiviral116 theranostic
applications. As a bioimaging agent, CDs with or without
additional dopants (e.g., sulfur, nitrogen and other metal ions)
are capable of emitting fluorescence across a wide range of
wavelengths.117,118 Previously, Lu’s team synthesized nitrogen
and phosphorus co-doped carbon dots for bioimaging to assay
the viability of bacterial cells.119 By changing the chemical
reagents used for synthesis, the surface of the particles could
be adjusted to weak or strong negative charges depending on
the amount of nitrogen embedded. In particular, the system
can accurately discriminate dead E. coli within 2 h, significantly
reducing the time for staining bacteria when compared with
the traditional plate counting method. Meanwhile, with the
assistance of a microbial targeting agent, CDs can be trans-
formed into a water-soluble and biocompatible yet highly
specific fluorescent tracking system. As demonstrated in
Fig. 3A, fluorescent CDs encapsulated in organosilica nanocap-
sules could effectively label S. aureus even at low concentra-
tions. In order to achieve targeted labeling for the bacteria, the
S. aureus-specific antigen was modified on the breakable nano-
capsules, creating a responsive nanosystem that utilized anti-
body–antigen interactions for immunofluorescence.113 Upon
contact with the bacteria, the CDs with blue emission could
be released, subsequently serving as promising fluorescent
biolabeling agents for both in vitro and in vivo models.

In addition, CDs are also highly regarded for their antimi-
crobial effects against a broad spectrum of microbes via
direct or indirect incorporation of antimicrobial agents/func-
tional groups as well as the implementation of various

therapies.120,121 Specifically, the conjugation of pharmaceutical
compounds with known bactericidal/antifungal effects on CDs
can significantly improve the hydrophilicity of the drugs while
maintaining their original activities. In fact, it has been sug-
gested that cationic CDs synthesized with bis-quaternary
ammonium salts exhibited potent antimicrobial activities
against both G+ and G� antibiotic-resistant pathogens, as well
as their biofilms and persister cells (Fig. 3B).114 Referring to
their effects on fungal cells, the positively charged guanylated
(Gu+) CDs linked to amphotericin B (AmB) could enhance the
antifungal performance in an aqueous solution. These CDs
displaying red fluorescence on the membrane-disrupted fungal
cells and pretreated human oral epithelia could be conveniently
monitored by simply using a fluorescent microscope and
effectively preventing the invasion of C. albicans (Fig. 3C).115

Moreover, CDs with intrinsic optical properties have also been
considered effective aPDT agents. A recent research work by
Cheng’s team showed that CDs conjugated with hemin and
amino groups in abundance exhibited specific chemilumines-
cence imaging for identifying the pathogenic cells and
enhanced PDT activities for synergetically combating bacterial
infections.122 The as-designed hemin-modified CDs (H-CDs)
featuring imaging-guided characteristics without causing
aggregation-induced quenching could self-supply O2 and
enhance the inherent PDT activities. Comprehensively, since
hemin exhibits peroxidase-like functions, it plays a pivotal role
in certain physiological signaling pathways and can be applied
to the theranostic nanosystem in an H2O2-responsive manner.
Taken together, the conjugation not only enables tracking of
the location infected by the bacterial cells but can also rapidly
react to the overly expressed H2O2 in the environment to jointly

Fig. 3 (A) Detection of bacteria by NaBH4 reduction. Reprinted with permission from ref. 113. Copyright 2018, American Chemical Society. (B) The N-
doped CDs can generate ROS to eliminate bacteria and biofilm through multiple mechanisms. Reprinted with permission from ref. 114. Copyright 2019,
American Chemical Society. (C) The red-emissive guanylated carbon dots functionalized with amphotericin B (CD-Gu+-AmB) can inhibit the two-day-
old C. albicans biofilms and accumulate in the fungal cells. Applying CD-Gu+-AmB on reconstituted human oral epithelia could form a shielding layer to
prevent the invasion of C. albicans. Reprinted with permission from ref. 115. Copyright 2019, American Chemical Society.
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eliminate the pathogenic cells. Ultimately, CDs, as a novel
agent with adjustable fluorescence and highly modifiable sur-
faces, enable additional conjugation of antimicrobial com-
pounds. Together with the therapies mentioned earlier, they
are capable of demonstrating enhanced theranostic ability for
further theranostic applications and can offer an effective
platform for translating the particles to clinical studies.

3.2. Metal/metal oxide nanoparticles

As mentioned, metal ions as a type of chemotherapy may
contribute to the disruption of biofilms and quorum sensing,
as well as the production of ROS that can damage bacterial
components. Thereby, benefiting from their inherent antimi-
crobial activities, various metals have been constructed into
different forms of nanoparticles to serve as metal reservoirs,
enabling the gradual release of metal ions.123 In addition, to
assist their role in diagnostic microbiology, the utilization of
detecting agents is often necessary. In this following section, we
briefly summarize a few commonly seen metal oxides that have
been employed to tackle and monitor various types of microbes
in the current biomedical fields in hopes of providing a general
understanding for designing versatile therapeutic platforms.

Silver and silver oxide nanoparticles (AgNPs) with potent
antimicrobial properties are one of the most commonly seen
metallic nanomaterials in combating a broad spectrum of
microbes, especially against MDR strains.124,125 Like many
metal-based nanomaterials, the suppression activities of AgNPs
may involve multiple mechanisms. At the membrane level,
AgNPs can cause leakage of cellular content by penetrating
the microbial membrane and interacting with sulfur-
containing proteins in the microbial cell walls. In an intracel-
lular manner, the binding to thiol groups may induce the
production of ROS and free radicals, subsequently altering
the respiratory chain and activating apoptosis. Despite exhibit-
ing inhibitory effects on pathogenic microbial cells, AgNPs
usually face challenges related to their tendency to self-
aggregate, considerably limiting their effective potency. As
such, supplementary modifications with other materials like
chitosan, gelatin and GO are often required to restore and
promote the inherent antimicrobial activities of AgNPs while
improving their dispersion in aqueous solution. For instance,
research work conducted by Ye and colleagues demonstrated
that AgNPs with the support of other polymeric compounds
(i.e., chitosan and gelatin) could stabilize the metal nano-
particles in the environment for an extended period.126 The
polymer-based nanocomposites loaded with AgNPs not only
increase the dispersibility of the metal nanoparticles at the
infected site but also accelerate the wound healing process.
Similarly, the AgNPs synthesized by Peng’s team incorporated
GO could also reduce their tendency to aggregate.127 The
introduction of GO enables AgNPs to maintain their broad-
spectrum antimicrobial potency, and the findings indicate that
the incorporation could enhance the bactericidal effects against
common oral pathogens such as S. mutans, Lactobacillus acid-
ophilus, Aggregatibacter actinomycetemcomitans and C. albicans
in comparison to using the AgNPs or GO alone. Furthermore, as

theranostic agents, silver nanomaterials alongside other nano-
carriers with high biocompatibility may maintain their anti-
microbial effects while showing fluorescence due to the
quantum confinement effects. In particular, the ultrasmall
silver nanoclusters (AgNCs) with both antimicrobial activity
and strong luminescence are favorable theranostic candidates
for infection control. Previously, a self-assembled nanogel
system constructed from chitosan and thiolated AgNCs dis-
plays potent luminescence and bactericidal effects for thera-
nostic purposes.128 In fact, when a high concentration of AgNCs
is combined with the thiolate ligands presented in the chitosan
matrix, the resulting complex can introduce AIE, sequentially
enhancing the luminescence and enabling tracking of the
bacteria, while the Ag ions deposited on the chitosan can be
released to suppress bacterial growth.

Gold nanoparticles (AuNPs), on the other hand, have been
widely celebrated for their easy preparation, bioconjugation
potential and biological inertness.129–131 Therefore, they have
become the ideal candidates for various biomedical applica-
tions, including diagnostics, drug delivery and biocatalysis.
Nevertheless, in order to utilize the materials for antimicrobial
applications, they are usually accompanied by compounds
demonstrating potent antimicrobial activities. In a previous
study, Chowdhury et al. utilized AuNPs incorporated with AMPs
to tackle Salmonella infection (Fig. 4A).132 By serving as a water-
based nanoplatform, AuNPs facilitate the delivery of VG16KRKP
AMPs without causing any substantial cytotoxicity. Other than
increasing the dispersibility of the peptides, this combination
can cause membrane damage upon interaction with LPS and
lead to ion/metabolic release by forming pores in the bacterial
cell membrane, resulting in bacterial cell lysis and death. It is
worth noting that while AuNPs have minimal inhibition effects,
they are capable of providing great contrast for photoacoustic
(PA) imaging. It has been reported that the positively charged
Au(I)–disulfide nanoparticles could bind to S. aureus through
surface charge interaction and quantify the bacterial cells in a
manner that is inversely related to their concentrations.133 In
addition, when combined with photo- or chemo-therapeutic
agents, they can take advantage of the approaches to generating
antimicrobial effects, ultimately establishing a highly versatile
platform for killing bacteria through multiple mechanisms.134

For example, the silver-coated gold nanorods have the ability to
facilitate the recovery of PA signals by exposing the gold
nanorods after the degradation of the Ag layer, simultaneously
releasing Ag+ and leading to the killing of MRSA and E. coli.135 A
similar rational design can also be found in synthesizing Ag
shell-coated Pd-tipped gold nanorods for determining the H2O2

concentration at the inflammatory area and working as anti-
bacterial agents. The etching of the Ag shell and release of Ag+

ions due to H2O2 at the inflammatory tissues could lead to the
eradication of bacteria and PA imaging at 1260 and 700 nm.136

Recently, Hajfayjalian et al. reported dextran-coated gold-in-
gold cage nanoparticles with the PA imaging effect in vivo,
which could be activated by a NIR laser and enable spatial-
controlled oral biofilm eradication via PTT.137 Taken together,
by incorporating other antimicrobial agents and targeting

Materials Chemistry Frontiers Review

O
pe

n 
A

cc
es

s 
A

rt
ic

le
. P

ub
lis

he
d 

on
 2

2 
N

ov
em

be
r 

20
23

. D
ow

nl
oa

de
d 

on
 6

/1
3/

20
25

 5
:0

9:
39

 P
M

. 
 T

hi
s 

ar
tic

le
 is

 li
ce

ns
ed

 u
nd

er
 a

 C
re

at
iv

e 
C

om
m

on
s 

A
ttr

ib
ut

io
n 

3.
0 

U
np

or
te

d 
L

ic
en

ce
.

View Article Online

http://creativecommons.org/licenses/by/3.0/
http://creativecommons.org/licenses/by/3.0/
https://doi.org/10.1039/d3qm01048a


20 |  Mater. Chem. Front., 2024, 8, 9–40 This journal is © The Royal Society of Chemistry and the Chinese Chemical Society 2024

molecules, AuNPs could serve as promising theranostic plat-
forms for accurately labeling and tackling hard-to-kill patho-
genic microbial cells.

Copper nanoparticles (CuNPs), thanks to their facile synth-
esis, stability, thermal resistance and low cost, have been
recognized as promising candidates for various biomedical
applications, particularly those used to inhibit microbial
growth (e.g., E. coli, P. aeruginosa, S. aureus, E. faecalis and
Trichophyton rubrum).138–140 They are capable of establishing
direct contact with microbes while releasing Cu2+ ions and
generating ROS, which consequently resulting in damage to
microbial membranes, cell leakage and eventually microbial
cell death. Some studies have shown that the employment of
copper sulfide (CuS) nanosystems can suppress the growth and
eradicate MDR microbes in the infected area.141,142 Meanwhile,
CuNPs also exhibit photocatalytic activity that can lead to the
inactivation of bacteria. According to Qiao and co-workers, the
as-synthesized CuS nanoplatforms as a novel nanomedicine

could completely limit bacterial survival through PPT/PDT
strategies (Fig. 4B), simultaneously accelerating the wound
healing process at the bacteria-infected site when exposed to
laser irradiation, proposing a potent antibacterial therapeutic
approach to precisely and effectively tackling chronic infectious
wounds. 142 When used for detection purposes, CuNPs as
fluorescent DNA-templated copper nanoclusters (CuNCs) play
a supporting role as they exhibit photocatalytic activities and
AIE.143,144 A previous work reported by Qing et al. demonstrated
that the resulting CuNCs could be applied to detect the
presence of micrococcal nuclease, an enzyme secreted by
S. aureus to degrade nucleic acid, therefore successfully identi-
fying the G+ pathogen at the site of infection.145 In a similar
manner, the magnetic CuNCs with fluorescence prepared by
Zhou’s group could also effectively detect the G� pathogen
E. coli in a complex environment.146 Collectively, these fluor-
escent CuNCs as biosensors display promising potential for
rapidly detecting a wide range of pathogens with high

Fig. 4 (A) SEM and TEM images showing the interaction of Au-VG16KRKP with S. Typhi Ty2 cells and LPS: (a) untreated cells, (b) free VG16KRP and
(c) AuNPs only. SEM images of S. Typhi Ty2 treated with 1�, 2� and 5�MICs of Au-VG16KRKP for 2 h (d–f, respectively). (g)–(h) TEM images of 2�MIC of
Au-VG16KRKP showing clear localization of the particles in the cell membrane, along with membrane disruption and blebbing (red arrows). TEM images
of LPS micelles (i) alone and (j) in the presence of Au-VG16KRKP demonstrated clear disruption of the mesh-like arrangement and formation of dense
nanoparticle-coated aggregates. Reproduced with permission from ref. 132. Copyright 2017, The Royal Society of Chemistry. (B) Bacteria’s inner
structure disruption and potential mechanism of the CuS ND PTT antibacterial effect. SEM images of (a) ESBL E. coli and (b) MRSA treated with different
materials (45 mg mL�1) upon laser irradiation (2.5 W cm�2, 10 min). TEM images of (c) ESBL E. coli and (d) MRSA treated with different materials (45 mg
mL�1) upon laser irradiation (2.5 W cm�2, 10 min). Reprinted with permission from ref. 142. Copyright 2019, American Chemical Society. (C) On-site
assembly of individual nanozymes into catalytically active superstructures. The motion dynamics, morphology, and the location of catalysis of the
structured assemblies can be controlled creating nanozyme microrobots for targeting fungal infection. Reprinted with permission from ref. 155.
Copyright 2023, Wiley-VCH.
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specificity and sensitivity, and may ultimately serve as a screen-
ing tool for in vitro applications.

Among all types of metallic nanoparticles, iron oxides (e.g.,
hematite, a-Fe2O3) possess magnetic properties, non-toxicity,
biocompatibility and biodegradability.147–150 Their functional-
ities are closely linked to the size, morphology, stability and
coating applied, which can be manipulated by applying various
synthetic methods. Due to the diverse antimicrobial mechan-
isms exhibited by nanomaterials and the increasing demand
for multipurpose smart platforms in biomedical therapeutic
applications, the aforementioned nanoparticles are usually
used in conjunction or as composites with one another. In
fact, other materials can be granted magnetic and magnetic
resonance imaging properties by integrating iron oxide
nanoparticles.151,152 Importantly, the deposition of iron oxides
onto other nanomaterials can facilitate the construction of
microbe modulation agents with dual bactericidal and fungi-
cidal properties. For instance, Ji and co-workers developed a
type of glucose oxidase-modified iron oxide to combat persis-
tent endodontic infections. The combined use of the nanoma-
terials, especially after the employment of a magnetic field,
could effectively suppress the activities of E. faecalis and
C. albicans, the key root canal-associated pathogens, in both
planktonic and biofilm forms.153 Meanwhile, because of their
catalytic activities, these magnetic nanoparticles have also been
considered as nanoenzymes for various biochemical reactions,
and are further utilized for theranostic applications, including
immunoassays, biosensing and medical diagnoses.154 The self-
assembled enzyme-like structures as micro-robotics with mag-
netic properties could precisely target and rapidly accumulate
in C. albicans to generate ROS and eliminate the fungal
cells (Fig. 4C).155 Furthermore, as a detection instrument, the
surface of the particles has been modified with microbe-
specific molecules to selectively track the desired microbes.
Previously, a dual-recognition nanosystem was developed from
vancomycin-modified Fe3O4@Au magnetic nanoparticles with
surface modification of aptamer-functionalized surface-
enhanced Raman scattering tags. This nanosystem is able to
detect and quantify S. aureus and E. coli by capturing the
microbes and isolating them using a magnetic force.156 By
adding other novel phototherapeutic approaches, similar sys-
tems could rapidly target, collect and differentiate microbes
followed by inactivation via PTT.157

Compared with other metal oxides, titanium dioxide (TiO2),
a low-cost, high-abundance material with high chemical stabi-
lity and biocompatibility, has been extensively studied and
commercialized for its photocatalytic activity.158,159 In particu-
lar, TiO2 NPs have the ability to absorb ultraviolet (UV)
light, making them a highly efficient PS for generating ROS
and a PTA for converting laser energy to heat and inducing
hyperthermia.160,161 As such, they have been constructed to
tackle a wide range of microbes, including E. coli, S. aureus and
Ustilago tritici (a common fungus responsible for wheat fungal
disease).161,162 Nevertheless, since TiO2 alone may only be
capable of absorbing UV photons, some studies have been
exploring methods of immobilizing TiO2 NPs onto a suitable

matrix and introducing additional transition metal ions to shift
their photosensitivity from the UV to the visible region, allow-
ing the design of multifunctional nanoplatforms that can be
used for therapeutic purposes. For example, Zhang and collea-
gues have demonstrated that TiO2 and NIR light irradiation
jointly can synergetically eradicate the single-species biofilms
of E. coli and S. aureus by involving PTT/PDT and physically
killing bacteria both in vitro and in vivo.161 This TiO2 nanoplat-
form could be highly efficient in orthopedic and dental-related
applications for treating bone biofilm infection and promoting
bone formation around implants, demonstrating great
potential clinical use. Additionally, through the incorporation
of other metal ions, the hybrid TiO2 composites can be further
modified to expand the range of light exposure, thereby increas-
ing the penetration into the targeted sites.163 Indeed, they have
been utilized as a solar light-sensitive layer, providing extra
adaptability for various applications. Previously, Marin-Caba
et al. developed different forms of sunlight-sensitive TiO2

composites decorated with AuNPs to combat E. coli in both
planktonic and biofilm modes under NIR light exposure.160

Importantly, besides exhibiting antibacterial effects through
multiple mechanisms, the nanocomposites could trigger
photodegradation of Rhodamine B and ROS production, effi-
ciently eliminating the bacterial cells as well as their biofilm.

Zinc nanoparticles (ZnNPs) possess remarkable optical and
semiconductive properties, making them highly useful in a
variety of products, including plastics, paints and ceramics.
They can also serve as effective antimicrobial agents against a
broad spectrum of drug-resistant strains, including E. coli,
S. aureus, P. aeruginosa, S. epidermidis, A. fumigatus and Candida
spp., and have been explored for their potential in antimicro-
bial, drug delivery and theranostic applications.164–166 Their ion
forms (Zn2+), especially in acidic environments, can easily
infiltrate the bacterial cell wall and interact with different
molecules (e.g., lipids, proteins and nucleic acids), subse-
quently interfering with critical microbial metabolic pathways
and disrupting cellular functions. When ZnNPs are used in
combination with other nanoparticles or drugs, they are cap-
able of producing synergetic effects. For example, Punjabi et al.
have found that ZnNPs alongside gentamicin have a fractional
inhibitory concentration (FIC) value of 0.5 when treated against
MRSA, indicating that the co-administration could decrease the
toxic concentration and give synergism.166 Likewise, in another
study conducted by Aditya and co-workers, ZnNPs dispersed in
1-butyl-3-methylimidazolium chloride (IL2) showed enhanced
antibacterial activities against G+ S. epidermidis overall.167 In
particular, the IL2 ionic liquids, besides being a dispersion
medium, could also impart antimicrobial effects. Together with
ZnNPs, they can increase the solubility of the particles in
aqueous media and promote stronger interactions between
the particles and bacterial cells. Regarding their capability for
detection, ZnNPs have been prepared with other nanomaterials
to form superparticles. Previously, a type of cobalt-doped ZnNP
biomarker has been synthesized using MOFs as a template for
selectively identifying the 3-hydroxy-2-butanone (3H-2B) bio-
marker, a highly toxic microbial volatile organic compound
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secreted by Listeria monocytogenes.168 The ZnNPs with various
cobalt ratios could be used as a platform due to their large
surface area that gives extra oxygen vacancies for enhancing gas
sensing performance. As a result, these engineered particles
could quickly respond to the 3H-2B biomarker of L. monocyto-
genes with high sensitivity and selectivity while maintaining
stability, providing insight into constructing a noninvasive
and accurate technique for labeling microbial toxins in the
environment.

3.3. Metal–organic frameworks

Metal–organic frameworks (MOFs), highly coordinated
porous crystals comprising of metal nodes and organic ligands,
have garnered much attention due to their customizable
features and diverse biomedical applications, including ima-
ging, sensing and drug delivery.169–171 Currently, more than
90 000 MOFs are being synthesized.172 While their synthetic
methods may vary, their antimicrobial activities, as well as
monitoring abilities, typically originated from the embedded
metals or ligands (e.g., antimicrobials and porphyrins), which
may detect microbial cells while facilitating the generation of
ROS to inhibit the growth of microbes, including E. coli,
S. aureus, MRSA and C. albicans.173–176 As such, they have often
been designed into a multifunctional platform by simply
adjusting the starting reagents with known properties prior to

further surface modifications. For instance, Huang et al.
reported a rapid synthesis of Bi-MOFs with aligned crystallinity
of CAU-17, demonstrated their potent antimicrobial effect on P.
gingivalis and elaborated the action mechanisms including the
clearance of H2S and binding with S-, N- and O-containing
functional groups in biomacromolecules.176 The reaction
between the Bi-MOF and H2S can be utilized to detect H2S-
enriched antibiotic-tolerant S. aureus, and the endogenously
generated reaction product, Bi2S3, enables PA imaging for
in situ and precise theranostic infection control (Fig. 5).177

The MOFs constructed from Zn ion and porphyrin derivatives
(Zn–TCPP) have a nanorod shape and display fluorescence in
response to the acidic environment at the wound area. Notably,
these Zn–TCPP nanorods could initiate fluorescence-imaging-
guided PDT inactivation of microbes in a highly efficient
way.178

Additionally, as MOFs contain cavities, they are commonly
utilized in conjunction with other fluorescent dyes, antimicro-
bial/anti-inflammatory agents, or metal dopants in order to
synergistically enhance their theranostic activities. Studies have
shown that supplementary dopants or antimicrobials may
create multiple pathways to eliminate bacteria and prevent
the emergence of MDR pathogens. For example, Prussian blue
(PB), with a chemical formula of Fe4[Fe(CN)6]3 clinically
approved by the US Food and Drug Administration, has been

Fig. 5 Bi-MOF realizes real-time in situ diagnoses of infection by laser-triggered photoacoustic (PA) imaging. (A). Schematic illustration of the diagnostic
application of the Bi-MOF in a murine subcutaneous infection model. (B) Representative in vivo photoacoustic images. Normal mice or mice with
subcutaneous infection were injected with PBS and 200 mg mL�1 Bi-MOF in the subcutaneous cavity. Photoacoustic imaging was monitored at 0, 3, and
6 h postinjection. (C) Quantitative analysis of the average PA intensity in the subcutaneous cavity of the mice in (B). Values are means � SDs (n = 3).
Reprinted with permission from ref. 177. Copyright 2022, Elsevier B.V.
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considered for the synthesis of Fe-based MOFs owing to its
remarkable biocompatibility, minimal cytotoxicity and PPT
activities.179,180 When the structures were doped with other
metal ions (e.g., zinc), the as-synthesized Fe-PB MOFs with
cubical morphologies have the ability to slowly release Zn2+,
Fe2+ and Fe3+. These cubes can penetrate bacteria and disturb
intracellular metabolic pathways, simultaneously enhancing
antimicrobial efficiency. As a result, MOFs are usually preferred
in wound repair applications caused by bacterial infections.
Similarly, PCN-224, a type of Zr-based porphyrin MOF, demon-
strates that Zr and porphyrin, together with PB, can produce
combined effects.181 According to Luo et al., the metal ions and
organic ligands can retain their oxygen conversion abilities
even after the formation of the frameworks. Other studies have
incorporated peptides labeled with fluorescent dyes to identify
and discriminate multiple microbial cells.182 As suggested
in the work conducted by Sun and coworkers, the ultrathin
two-dimensional (2D) Zn-based MOFs were capable of electro-
statically binding to peptides with different properties (e.g.,
hydrophobicity and charges). Since 2D MOFs can quench
fluorescence upon the release of the peptides and produce
various fluorescence responses, the collective nanosheets can
serve as a suitable nanoplatform for determining microbial
pathogens in a reversible manner according to the as-generated
fluorescence intensity patterns.

On account of their porous structures, MOFs accommodat-
ing imaging or therapeutic agents have been synthesized as
coating layers on other nanomaterials, such as NIR-triggered
nitric oxide (NO) nanogenerators. Recently, the nanogenerator,
designed for treating infection and restoring angiogenesis in
diabetic ulcers, contains an upconversion nanoparticle (UCNP)
as the core and surface coating of ZIF-8 MOFs loaded with the
sodium nitroprusside NO donor to jointly create a core–shell

structure. Then, a layer of ROS-responsive polymer is coated on
the shell to prevent the premature release of the NO donor,
followed by another loading of two fluorescent dyes through
p–p stacking. The results indicate that the as-synthesized
nanogenerator can increase the HIF-1a level by suppressing
its ubiquitin process, detect the infection using fluorescence or
PA imaging and kill the bacteria in the wound area via releasing
NO and ROS.183 A similar ‘shielding’ design strategy is also
used to synthesize ZIF-67-armored ZnO2 nanotheranostic
agents, which include ZnO2 as a core coated with the porous
ZIF-67 shell and loaded with an organic NIR probe. This
multifunctional MOF-armored nanotheranostic can generate
both O2 and H2O2 from the core ZnO2, while the Co2+in the
MOF layer can catalyze the ROS generation from H2O2 via a
Fenton-like reaction. The loaded NIR dye as a methylene blue
derivative could react with peroxynitrite, which is enriched at
the bacterial infection region as a biomarker, and produce
methylene blue as a PS for detection and enhanced bactericidal
treatment (Fig. 6A).184

In regard to their employment in theranostic applications,
MOFs with the aforementioned features can offer highly sensi-
tive and real-time targeting of the pathogens yet exhibit bacter-
icidal activities. For instance, Fe-based MOFs, such as MIL-100,
could serve as nanocarriers to deliver 3-azido-D-alanine
(D-AzAla) and nanoenzymes to catalyze the degradation of
H2O2. This MOF-based nanosystem could specifically accumu-
late at the bacteria-infected inflammatory region followed by
the H2O2-induced decomposition and release of D-Azala.
The alanine was then integrated with the bacteria and
added an unnatural azide group to their cell walls. Ultimately,
the injected dibenzocyclooctyne-modified PS nanoparticles
selectively labeled and eradicated the bacteria via bioor-
thogonal reaction and PDT.185 Another type of MOF material,

Fig. 6 (A) Preparation of ONP@ZnO2@ZIF-67 and the mechanism of the nanosystem for infection detection and treatment. Reprinted with permission
from ref. 184. Copyright 2022, Elsevier B.V. (B) Schematic of the fabrication process of TB@UiO-66-NH2@PEP&PEG NPs for application in integrated
theranostics. Reprinted with permission from ref. 186. Copyright 2020, Elsevier B.V.
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UiO-66-NH2, is applied in combination with the LPS-targeting
polypeptide and toluidine blue as PS for in situ self-imaging and
managing infectious endophthalmitis. The synthesized UiO-66-
NH2 nanoparticles featured in a pH-responsive manner can
degrade at the acidic bacterial infection region and release Zr
ions from the MOF structure and cargo PS for the rapid and
synergistic elimination of bacterial infections, while the LPS-
targeting polypeptides enhance the interactions of nano-
particles with P. aeruginosa and S. epidermidis and avoid the
potential side effects to the retinal pigment epithelial cells
(Fig. 6B).186 Collectively, MOFs are a class of highly versatile
materials that can be easily tailored by modifying different
preparation parameters, resulting in a wide range of theranos-
tic applications.

3.4. Silica/silicon nanoparticles

Silica nanoparticles, as one of the most frequently adopted
inorganic nanomaterials in the biomedical field, have dis-
played many remarkable characteristics, including an easily
modifiable surface, tunable pore size and variable morphology.
In particular, their porous forms (mesoporous silica nano-
particles, MSNs) with pore sizes ranging from 2–50 nm exhibit
considerably large surface areas for accommodating guest
molecules. Accordingly, they have been constructed into
stimuli-responsive or targeted delivery platforms, making them
potential candidates for multipurpose vehicles to deliver var-
ious therapeutic agents, such as antibiotics,187 antiseptics188

and photo/thermal-responsive compounds.189 Remarkably, the
employment of these nanoparticles allows effective infection
control to inhibit the growth of pathogenic microbial cells and
their biofilm formation by encapsulating or covalently modify-
ing different antimicrobial agents with limited water solubility
and bioavailability. Meanwhile, silica nanoparticles with good
biocompatibility can also be applied in diagnosis by incorpor-
ating diverse imaging moieties or masking other toxic or non-
toxic nanomaterials. For example, a type of MSN doped with
phosphorescence imaging ions (Eu3+ and Gd3+) was loaded with
curcumin and further demonstrated inhibitory effects on Zika
virus in vitro.190 Following that, other luminescent nanodots
like a-NaYF4:Yb:Er, ZnGa2O4:Cr3+ (Fig. 7A) and SrAl2O4:Eu2+

(Fig. 7B) can be coated by MSNs via the core–shell structure
or in situ deposited on MSNs for imaging purposes.191–193

Because of their easily modifiable surface, silica nano-
particles are commonly utilized as stimuli-responsive nanosys-
tems. For instance, a smart bandage constructed by Chen et al.
showed that the luminescent porous silica particles could
respond to ROS and pH changes in the wound area. Specifi-
cally, the emission of the luminescent particles was conse-
quently altered via the Förster resonance energy transfer
(FRET) effect, while the antibiotics loaded as the cargo could
be released to eradicate the local bacteria.194 Furthermore,
silica nanoparticle-based systems may be capable of directly
responding to the bacteria per se. Zhao and co-workers devel-
oped bacteria-activated theranostic nanoprobes by directly
coating the vancomycin-modified polyelectrolyte–cypate com-
plexes on the silica nanoparticles. This coating could be

dissociated and then drawn to the bacteria, subsequently turn-
ing the cypate from an ‘off’ to an ‘on’ state.195 Ultimately, the
resultant bacteria-induced ‘turn-on’ NIR fluorescence, together
with the photothermal elimination effect, suggests the versatile
roles of silica nanoparticles applied as theranostic nanomedi-
cines for infection control.

Apart from the silica nanoparticles, silicon-based nanoma-
terials have also received much focus because of their intri-
guing physicochemical properties, including high
luminescence and photostability. Given the different cell wall
structures of the G� and G+ bacteria, the modification of
silicon nanoparticles (SiNPs) with particular antibiotics is able
to facilitate the accumulation of nanoparticles in the specific
pathogens and achieve selective targeting and inhibition.
For instance, SiNPs obtained by reducing (3-aminopropyl)
trimethoxysilane using 1,8-naphthalimide could be applied as
fluorescent probes followed by conjugation with vancomycin
for selective accumulation in G+ S. aureus and inhibit its
growth.196,197 Alternatively, the modification of the glucose
polymer and the loading of red-emissive chlorin e6 on the
green fluorescent silicon nanoparticles can facilitate the rapid
internalization of nanomaterials by both G� and G+ bacteria
using a mechanism dependent on an ATP-binding cassette
transporter pathway. Eventually, the resultant nanoagents with
dual emission enable the in vivo detection of bacteria at a low
concentration (i.e., 105 colony-forming units) and PDT-based
antibacterial treatment with efficiencies around 98% against
S. aureus and P. aeruginosa (Fig. 7C).198

In summary, these luminescent nanoparticles loaded/
grafted with photosensitizers or antibiotics followed by the
stimuli-responsive polymer coating can further function as
turn-on probes to efficiently eradicate bacteria for theranostic
treatment.

3.5. AIE-based nanosystems

Recently, aggregation-induced emission (AIE) has received
much attention for its employment in theranostic applications.
In fact, AIE-active luminogens (AIEgens) exhibit many attractive
characteristics compared with the traditional fluorophores/
luminogens, such as strong fluorescence, a large Stokes shift,
good photostability and enhanced ROS generation in the
aggregate state. Although these properties make AIEgens
an ideal candidate for infection control through PDT, the
hydrophobicity of AIEgens may restrict their utilization in
biomedical areas. Therefore, the AIEgens can be constructed
into the nanosystems with improved bioavailability for effective
imaging-guided treatments.199

In general, AIEgens can be encapsulated and delivered by
inorganic or organic particles, as well as MOFs.185,200–203 Mean-
while, structure modifications of AIEgens, like the conjugation
with hydrophilic groups or polymers, enable the formation
of the polymeric AIE-active nanodots/nanocomposites via
self-assembly.204–206 Notably, some of these nanosystems
demonstrating specific selectivity to fungal cells can also target
the infections caused by particular microbe types. As G� and
G+ bacteria have different cell wall structures, the AIEgens
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functionalized with either positively charged quaternary ammo-
nium structures or hydrophobic interactive morpholine moi-
eties can easily bind to the thick peptidoglycan carrying a
negative charge at the outer cell wall. Collectively, they can
achieve fluorescence ‘turn-on’ detection and the resultant
selective antimicrobial effects on the G+ bacteria, such as B.
subtilis, S. aureus and its antibiotic-resistant strain,
MRSA.206–208 Hu and colleagues reported an AIEgen named
DPNAP with a hydroxyl-modified salicylaldehyde Schiff-base
structure, which could selectively bind with G+ bacteria and
fungi and only enlighten fungi cells, resulting in the efficient
PDT-based inhibitory effects on fungi, such as C. albicans and
S. cerevisiae.209

Meanwhile, AIE-based treatments are usually applied in the
combination of PDT with other approaches, including PTT,210

chemo-dynamic therapy,211,212 and nitric oxide213 for the syner-
getic therapeutic outcomes in the infection control treatments.
Additionally, AIEgen-modified polymers can deliver antibiotics
to eliminate the intracellular bacteria, and track the drug
release via the FRET effect.214

3.6. Polymeric, biomacromolecule and lipid-based
nanoparticles

Polymers, including both natural and synthetic ones, possess
several exceptional features in chemical, physical, mechanical
and structural aspects. Besides being able to be self-assembled
into nanomaterials, they can actively contribute as an additive
component after being further modified on other nanomater-
ials, making them great carriers for biomedical applications.
Notably, the polymeric nanoparticles as nanotheranostics have

Fig. 7 (A) Schematic illustration of the fabrication process and working principle of mPL@Pc-Cy NPs. (a) ZGC NDs are in situ grown on MSNs and amino
groups are introduced on mPL NPs, followed by surface grafting of Si-Pc. Amino groups are reacted with succinic anhydride to obtain mPL@Pc/COOH,
and Cy7 is electrostatically assembled to prepare mPL@Pc-Cy NPs. (b) In response to the acidic microenvironment, fluorescence emissions of NPs are
restored for monitoring bacterial infection. In the meantime, the afterglow emission excites Si-Pc to persistently generate ROS for bacterial destruction.
Reprinted with permission from ref. 192. Copyright 2022, Wiley-VCH. (B) Preparation process and theranostic mechanism of mSZ-Clr@ePDA NPs.
(a) SAOE and ZGC NDs are in situ deposited on MSNs to prepare mSZ NPs, followed by CLR adsorption and surface coating with ePDA layers to obtain
mSZ-Clr@ePDA NPs. (b) US activation of mSaoe NPs generates green luminescence, which excites ZGC NDs to produce red emissions from mSZ NPs.
ePDA coatings of mSZ-Clr@ePDA NPs quench the emissions, and PLC-triggered breakdown of ePDA layers quickly restores the emission from mSZ NPs.
(c) After oral administration of mSZ-Clr@ePDA NPs, US drives NP penetration across mucus and biofilm barriers. PLC triggers the local release of CLR to
destruct bacteria and restore mSZ emission for precise imaging of H. pylori infection. Reprinted with permission from ref. 193. Copyright 2022, American
Chemical Society. (C) Design of multifunctional nanoagents for detection and photodynamic treatment of bacterial infections. (a) Synthetic route of
nanoagents of GP-Ce6-SiNPs. GP-Ce6-SiNPs are composed of SiNPs conjugated to GP and loaded with Ce6 molecules. (b) Imaging and treatment of
Gram-negative and Gram-positive bacterial infections by GP-Ce6-SiNPs. GP-Ce6-SiNPs are robustly internalized by ABC transporters, which are only
present in bacterial cells but not in mammalian cells. Under 405 nm excitation, GP-Ce6-SiNPs exhibit two typical emission maximum peaks at 520 (SiNPs)
and 670 nm (Ce6). Under 660 nm irradiation, ROS of 1O2 is produced from Ce6, triggering PDT against bacteria. Reprinted with permission from ref. 198.
Copyright 2019, Springer Nature.
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been fabricated into biodegradable and stimuli-responsive plat-
forms to deliver small molecules or even biomacromolecules
(e.g., proteins, peptides and nucleic acids) for favorably target-
ing pathogenic microbes as well as their biofilms.215

In a typical manner, polymeric nanoparticles could be
endowed with antimicrobial effects through three approaches:
(1) synthesizing from antimicrobial cationic/anionic polymers,
(2) encapsulating antimicrobial agents (e.g., antibiotics, AMPs
and metal/metal oxide nanoparticles) or (3) incorporating sen-
sitizers for generating ROS or heat. Subsequently, by combining
different approaches together, they, as one nanosystem, may
have synergistic effects on eradicating microbes and their
biofilms. For instance, a pH-sensitive PPEG-MA-b-P(DPA-co-
HEMA)-Ce6 nanotheranostic system could shift its overall sur-
face potential from negative to highly positive (+11.6 mV) at pH
6.0, enabling effective binding and labeling of the bacteria with
red fluorescence. Importantly, the nanoparticles could inhibit
the growth of E. coli and S. aureus with the help of light
irradiation at 660 nm through combined cationic chemo- and
photodynamic therapies (Fig. 8A).216

As microbes are negatively charged, polymers carrying a
positive charge may electrostatically attract microbial cells

and easily accumulate in the microbe-rich area. Based on
this concept, polymeric nanoparticles can be either synthesized
from positively charged polymers, such as e-poly-L-lysine217

and polycaprolactone,218 or constructed with switchable sur-
face coatings upon the stimulation of certain conditions,
including acidic, ROS or specific enzyme-rich microenviron-
ments.216,219–221 Precisely, the conversion of polymer surface
charge at different pH values allows the nanoparticles to bind
with the microbes in a designated region or gather in the
biofilms for more efficient therapeutic effects. For instance,
the polyaniline and glycol chitosan grafted nanoparticles exhi-
biting persistent luminescence could quickly respond to the
bacterial-infected acid area by switching their surface charge to
positive, followed by binding the bacteria for eradication.219 In
regard to designing polymeric nanoparticles with stimuli-
responsive features, the surface charge can be altered in a
pH-dependent manner for cleaving caging groups220 or by
introducing enzymes to induce degradation of a negatively
charged coating layer to expose the positively charged function
groups lying underneath the polymer.221 In addition, like other
nanomaterials, the polymeric nanoparticles modified with van-
comycin could also increase their pathogen-targeting effects

Fig. 8 (A) (a) Schematic illustration of the PPEGMA-b-P(DPA-co-HEMA)-Ce6 NPs as theranostic antimicrobial agents. (b) Fluorescence confocal
microscopy of E. coli after incubation with the PPEGMA-b-P(DPA-co-HEMA)-Ce6 NPs (0.1 mg mL�1) under different pH conditions for 3 h. For each
panel, the images from left to right show the bright field of bacteria, Ce6 fluorescence (red), and the overlay of two images. Scale bar is 20 mm. Reprinted
with permission from ref. 216. Copyright 2018, American Chemical Society. (B) (a) Near infrared (NIR)-activated TRIDENT for antibiotic-resistant bacteria
killing. (b) Fluorescence images showing the retention of TRIDENTs in the infected skin after the local injection. The high fluorescence intensity lasts for a
long time at the infected site. (c) Photographs of plated bacterial colonies obtained from infected skin tissues of mice in the seven treatment groups.
Reprinted with permission from ref. 235. Copyright 2019, Springer Nature.
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and generate synergistic effects with phototherapy both in vitro
and in vivo.222

Referring to biomacromolecules, they can either be incorpo-
rated with other nanomaterials as hybrid nanotheranostics or
form nanostructures per se. In previous sections, aptamers as
detection probes in nanotheranostic applications have been
elaborated on, from the working mechanism to the practical
utilization of modification on various nanomaterials. In addi-
tion to aptamers, DNA nanostructures have also obtained
increasing attention because of their utilization in the biome-
dical field. However, it is worth noting that DNA nanostructures
are more frequently employed as theranostic agents in anti-
cancer studies. In fact, when DNA nanostructures are modified
with aptamers, they can also deliver PS or anticancer drugs
such as doxorubicin for the targeted tumor growth
inhibition.223 For their applications in controlling infections,
there are fewer relevant studies than the anti-cancer ones.
Nevertheless, some proof-of-concept works have demonstrated
the potential of DNA nanostructures/nanoparticles in this area.
For instance, DNA nanostructures could incorporate with anti-
sense peptide nucleic acids against specific genes to interfere
with the replication of MRSA224 or absorb AMPs via electro-
static interactions and enhance the antimicrobial effects of
AMP by preventing the degradation of the peptides in a
protease-rich environment.225 Furthermore, DNA could be con-
structed into the groove-rich nanoparticles with increased sur-
face area to load the antibiotic named netropsin for sustained
and controlled release, providing a new form of DNA nano-
particles for infection control.226 Other research work com-
bines the DNA tetrahedron containing a hairpin structure
with a PET pair for a fluorescence switchable biosensor to
detect a protein and siRNA complex (Ago2/miR-21
complex).227 Although there has been no report of a DNA
nanostructure-based theranostic platform for controlling infec-
tions so far, current findings have suggested the possibility of
their future use in this area.

The lipid-based nanomaterials, including liposomes and
solid lipid nanoparticles, have excellent biocompatibility,
which could directly fuse with the microbes for a highly
efficient pathogen eradication or integrate with the host cell
membrane to deliver therapeutic agents for combating the
intracellular microbes while reducing the inflammatory
responses.228,229 Previously, liposomes containing calcofluor
white and voriconazole have demonstrated superior efficiency
for drug-delivering applications of the nanomaterial in vitro.
This nanomaterial, which specifically targets fungi, could
be utilized for treating animal models infected with C. albicans
and prolonging the drug release time, making them promising

therapeutic options for the management of fungal
infections.230 When being utilized as radiolabeled nanothera-
nostics to deliver various antimicrobial agents, they are avail-
able for positron emission tomography imaging by introducing
the radioactive isotope ions, such as 64Cu2+, 99mTc and 89Zr.231–

233 Given the convenient incorporation of various agents into
the structures, the lipid nanoparticles/nanoliposomes can be
functionalize maltohexaose234 or folic acid229 for better target-
ing of bacteria or bacteria-infected macrophages. Notably, the
construction of lauric acid and stearic acid-based thermo-
responsive nanostructures with IR780 and imipenem loading
and lecithin/DSPE-PEG2000 coatings could bring novel thera-
nostic platforms with irradiation-induced phase change, lead-
ing to imipenem killing, photothermal eradication and
fluorescence tracking of the MDR bacteria (Fig. 8B).235

4. From lab to clinic

As discussed in previous sections, compared to conventional
methods, multifunctional nano-based systems with detectable
and antimicrobial features offer a promising approach to
combating hard-to-kill microbes and preventing disease pro-
gression at an early stage, providing new insights into the
development of various theranostic applications. Additionally,
these nanoplatforms can overcome the disabilities of the
original drug (e.g., poor water solubility) and synergetically
enhance the efficiency of the overall treatments with reduced
cytotoxicity in animal studies. At present, only a limited class of
nanomaterials have advanced to clinical trials, including lipo-
somes, polymeric nanoparticles, iron oxides, AgNPs and TiO2

NPs, and even fewer of them have successfully become available
in the market for commercial use.236–241 A list of current NPs
for pathogen-related clinical studies conducted in the last 10
years is summarized in Table 1. Among all documented nano-
materials, lipid-based nanoparticles are the most promising
candidates for safe clinical use. Recently, Badawi and collea-
gues conducted a clinical study by loading metronidazole
(MTZ) with solid lipid nanoparticles (SLNs) as MTZ-SLNs to
manage bacterial vaginosis (BV) and its recurrence.242 The
MTZ-SLNs were applied to sixty female patients who have been
diagnosed with BV compared to the marketed vaginal gel
Metrons, suggesting their feasibility as an alternative to tradi-
tional treatments. Meanwhile, SLNs also facilitate the delivery
of fluconazole to treat Malassezia species-induced pityriasis
versicolor, and the fluconazole-loaded SLN topical gel displayed
enhanced therapeutic outcomes with the reference of market-
available Canistans cream in a randomized controlled clinical

Table 1 Nanoparticle-based therapeutics conducted clinically for managing microbes in the last 7 years

Types of nanoparticles Target pathogens Study type Clinical trial number

AgNPs Oral pathogens Interventional NCT02761525
AgNPs Multidrug-resistant bacteria (MRSA and

vancomycin-resistant S. aureus)
Observational NCT04431440

PLGA NPs with ciprofloxacin E. faecalis Interventional NCT05475444
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trial.243 Similarly, an inhaled liposomal ciprofloxacin (ARD-
3150) was administrated to individuals with bronchiectasis
and chronic P. aeruginosa infection over a period of 48
weeks.244,245 The phase 3 trials demonstrated that a daily dose
of ARD-3150 exhibiting similar safety and tolerability profiles to the
placebo has significant antibacterial effects against the G� pathogen
in the airway, thereby reducing the bacterial load and alleviating the
respiratory symptoms in patients with lung infection.

As mentioned, nanoparticles have also emerged as a promis-
ing tool in the field of bacterial detection, offering high
sensitivity, specificity, and rapidity. Specifically, the use of
nanoparticles in detecting clinically isolated bacteria has
gained significant attention due to their potential applications
in translational studies. By utilizing the unique properties of
nanoparticles, such as their large surface area-to-volume ratio
and surface plasmon resonance, researchers have developed
various nanoparticle-based assays that can precisely identify
and quantify specific bacterial strains. The NIR fluorescent
nanosensors, constructed from tailored SWCNTs, were able to
remotely fingerprint bacteria by detecting the metabolites and
specific virulence factors. After integrating nine different nano-
sensors into the hydrogel array, this array could identify and
distinguish six clinically isolated bacteria by generating differ-
ent NIR images.246 At the same time, a colorimetric nanodiag-
nostic platform has been developed using a multicomponent
nucleic acid enzyme (MNAzyme)–gold nanoparticle that pro-
vides a rapid, sensitive and efficient approach to identifying
clinical pathogens and their antimicrobial-resistant strains. In
particular, different clinical samples were collected for DNA
extraction and isothermal amplification followed by the MNA-
zyme–gold nanoparticle readout. The amplified targeted DNA
led to the cleavage of linker DNA by MNAzyme, which in turn
released the monodispersed gold nanoparticles for colorimetric
detection.247 For fungal detection, the modified carboxylated
iron oxide superparamagnetic particles with the conjugation of
aminated DNA oligonucleotides can function as a T2 contrast
agent in T2 magnetic resonance for detecting fungal cells in
whole blood. The developed nanodiagnostic approach signifi-
cantly simplified the detection of clinically isolated Candida
species by shortening the detecting time and increasing the
precision to 1 CFU mL�1.248,249 These advancements in
nanoparticle-based detection systems have the potential to
revolutionize bacterial diagnosis and treatment, leading to
improved patient outcomes and reduced healthcare costs.

Despite showing great promise in nano-based theranostic
approaches for infection control, there is still significant room
for improvement in translating current research findings into
clinical applications. In fact, while significant advancements in
generating new nanomaterials with antibacterial activity have
been made to revolutionize the drug delivery systems and
contribute to optimizing the original drug properties, only a
few nanomaterials have proceeded to clinical trials and
entered the market due to the challenges associated with (1)
biocompatibility and toxicity of NPs, (2) reduced antimicro-
bial performance after administration and (3) the lack of
standardized clinical protocols. Furthermore, the majority of

nanoparticles/nanosystems tested in clinical trials have been
mainly designed for bacterial detection or eradication, while
fungi-targeted nanotherapeutics or nanodiagnostics are relatively
rare. Additionally, it is worth noting that current nanoparticle-
related clinical trials are focusing on targeting either therapy or
diagnosis of microbial infections. Yet, none of the known nanother-
anostic systems has been translated into clinical trials, despite
some of them showing superior effects on managing microbial
infections both in vitro and in vivo. As such, more actions should be
taken to promote the clinical translation of promising nanother-
anostic systems for future clinical applications.

5. Summary and perspectives

To date, infections caused by bacteria and fungi have become
huge healthcare and socioeconomic burdens on a global scale.
Fortunately, thanks to the rapid development of pharmaceuti-
cal engineering, nanotechnology and biotechnology, novel
drugs and therapeutic approaches are emerging to tackle the
problems in the infection control process. Novel nanomaterials
have served as potential tools for giving alternative options to
overcome the shortcomings of the conventional therapies. Impor-
tantly, these newly developed nanosystems can provide additional
tailoring of the material with some of them carrying inherited
antimicrobial effects. Although some promising therapeutic effects
have been obtained in the pre-clinical studies, there is still a gap
between basic research and clinical translation.

As research in microbial etiology advances, various factors
and aspects involved in the pathogenesis of different diseases
reveal sophisticated interaction profiles of microflora and host.
Apart from the most frequently mentioned challenges posed by
AMR, recurrent or persistent infections also require great
attention and innovative theranostic treatments. As the most
recalcitrant cases may be predominantly associated with the
resistance, tolerance and persistence of microbes along with
compromised host immune responses, multimodality therapy
should be considered for efficient pathogen elimination and
host immuno-modulation simultaneously. In addition, the
microbial symbiosis at specific body niches (e.g., skin, oral
cavity, gastrointestinal tract, and genitourinary tract) plays an
essential role in maintaining the well-being and health status
of the host, while the dysbiosis commonly accompanied by
inflammation contributes to the onsets of various diseases.
Notably, the shifting of microbial symbiosis to dysbiosis is
usually attributed to the proliferation of one or several oppor-
tunistic pathogens. However, current treatments (i.e., antibio-
tics and ROS generation) lacking specificity towards microbial
species may result in the disruption of microbiota and over-
growth of resistant/tolerant pathogens. Meanwhile, the detec-
tion and imaging of pathogens at genus and species levels can
greatly enhance the precise management and early diagnosis of
infections. Therefore, we suggest focusing on the following
aspects for refinement and optimization in future studies:

(1) Nanotheranostic systems with dual microbe eradication
and inflammation modulation effects.
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As infections usually happen together with either acute or
chronic inflammation of the host, reducing the concentration
of pro-inflammatory cytokines and the number of microbes
loaded locally or systemically can remarkably alleviate infection
symptoms and ensure speedy recovery of patients.

(2) Pathogen genus/species-specific nanotheranostic plat-
forms for precisely eradicating noxious microbes and restoring
microbial symbiosis.

In view of the pivotal role of microbial symbiosis in main-
taining human health, it is crucial to accurately detect and
track the relative abundance changes for certain opportunistic
pathogens to enable the precise regulation of microflora imbal-
ance at various body niches.

(3) Stimuli-responsive nanotheranostic systems as ‘smart’
agents for enhancing/maintaining the overall antimicrobial
treatment upon contacting microbes and reducing the adverse
side effects of the host.

Since nanomaterials have been widely celebrated as promis-
ing options for constructing stimuli-responsive delivery plat-
forms, with appropriate synthesis and modification, they can
work as microbial-triggered systems in response to pathogen-
specific biological molecules.

(4) Most importantly, ensuring biocompatibility and safety
should be the first priority when designing and synthesizing
nanotheranostic systems.

In order to achieve this, the constructing material compo-
nents should be carefully selected from biocompatible ele-
ments, polymers, natural antimicrobial reagents or
compounds with minimal side effects. As a result, the nano-
systems can work in a synergetic manner to eradicate patho-
gens for a more promising outcome.

(5) As for diagnostic applications, further research is needed
to make significant contributes to the field.

By functionalizing a more specific targeting nanosystem
using aptamers or antibodies, the accuracy of diagnosis can
be increased. Additionally, extensive development of ‘turn-on’
fluorescence/luminescence imaging by the nanosystems can
greatly simplify the detection process for nanotheranostics.

Taken together, nanotechnology in combination with newly
developed biotechnology exhibits great potential in the man-
agement and diagnosis of bacterial and fungal infections.
Importantly, it could significantly benefit the translation to
clinical applications by designing nanotheranostic agents with
high biocompatibility, therapeutic efficacy and selectivity to
pathogens while exhibiting a low detection limit and reduced
side effects concurrently. In conclusion, current studies in
basic sciences involving microbiology, immunology, pharma-
ceutical engineering and bio-nanomaterials can strongly sup-
port the development of novel nanotheranostic agents and
vigorously promote their clinical translations.

Abbreviations

2D Two-dimensional
3H-2B 3-Hydroxy-2-butanone

AgNCs Silver nanoclusters
AgNPs Silver and silver oxide nanoparticles
AIE Aggregation-induced emission
AIEgens AIE-active luminogens
AmB Amphotericin B
AMPs Antimicrobial peptides
AMR Antimicrobial resistance
ARD-3150 Inhaled liposomal ciprofloxacin
AuNPs Gold nanoparticles
BV Bacterial vaginosis
C60NPs C60 nanoparticles
CD-Gu+-AmB Guanylated carbon dots functionalized with

amphotericin B
CDs Carbon dots
CNTs Carbon nanotubes
CuNCs Copper nanoclusters
CuNPs Copper nanoparticles
D-AzAla 3-Azido-D-alanine
DNA Deoxyribonucleic acid
FIC Fractional inhibitory concentration
FRET Förster resonance energy transfer
G� Gram-negative
G+ Gram-positive
GAAP Graphene and silver nanocomposites with

antimicrobial peptide functionalization
GO Graphene oxide
Gu+ Positively charged guanylated groups
H-CDs Hemin-modified CDs
IL2 1-Butyl-3-methylimidazolium chloride
La@GO Graphene oxide nanocomposites with

lanthanum hydroxide
LPS Lipopolysaccharides
MDR Multidrug-resistant
MOFs Metal–organic frameworks
mSiO2 Mesoporous silica
MSNs Mesoporous silica nanoparticles
MTZ Metronidazole
MWCNTs Multi-walled carbon nanotubes
NIR Near-infrared
PA Photoacoustic
PAMAM Poly(amidoamine)
PB Prussian blue
PDT Photodynamic therapy
PIN Primer-incorporated network
PLGA Poly(lactic-co-glycolic acid)
PRRs Pattern recognition receptors
PS Photosensitizers
PTA Photothermal agents
PTT Photothermal therapy
qPCR Real-time polymerase chain reaction
ROS Reactive oxygen species
SDT Sonodynamic therapy
SELEX Systematic evolution of ligands by exponen-

tial enrichment
SiNPs Silicon nanoparticles
SLNs Solid lipid nanoparticles
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SS Sonosensitizers
SWCNTs Single-walled carbon nanotubes
TLRs Toll-like receptors
TPU Thermoplastic polyurethane
UCNP Upconversion nanoparticle
UV Ultraviolet
Van Vancomycin
ZnNPs Zinc nanoparticles
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